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Abstract—By 2025, it is estimated that installed data storage in 
the U.S. will be 2.2 Zettabytes, generating about 50 million units 
of end-of-life hard-disk drives (HDDs) per year. The circular 
economy (CE) tackles waste issues by maximizing value retention 
in the economy, for instance, through reuse and recycling. 
However, the reuse of hard disk drives is hindered by the lack of 
trust organizations have toward other means of data removal 
than physically destroying HDDs. Here, an agent-based approach 
explores how organizations' decisions to adopt other data 
removal means affect HDDs' circularity. The model applies the 
theory of planned behavior to model the decisions of HDDs end-
users. Results demonstrate that the attitude (which is affected by 
trust) of end-users toward data-wiping technologies acts as a 
barrier to reuse. Moreover, social pressure can play a significant 
role as organizations that adopt CE behaviors can set an example 
for others. 

Keywords—Circular economy; agent-based modeling; theory of 
planned behavior; socio-technical systems; hard-disk drives 

I.  INTRODUCTION 
Between 2010 and 2018, the global data center storage 

capacity has grown by 25-fold and is expected to keep 
increasing [1]. In the United States (U.S.) only, the installed 
storage capacity is expected to increase from 1.5 to 4.7 
Zettabytes between 2018 and 2025 [2]. Aside from energy 
requirements – data centers already represent 1% of worldwide 
electricity use [1] – storage technologies require critical 
minerals such as barite (used to produce barium ferrite in tape 
drives), neodymium and dysprosium (used in hard disk drives 
(HDDs)), and silicon (used in solid-state drives (SSDs)) [3]. As 
the demand for storage increases, it will strain further the 
limited supplies of critical materials and, thus, intensify the 
potential risk posed by sudden supply restrictions to the 
economy. The circular economy (C.E.) could solve the 

challenge of the increasing demand for critical materials by 
circulating resources within the economy, thereby minimizing 
end-of-life (EOL) waste.  

The C.E. is accomplished by encouraging the reduction and 
reuse of products and materials, thus, decoupling economic 
growth from resource depletion [4]. Although SSDs are 
expected to represent a larger share of the U.S. storage 
capacity, HDDs will still be the significant storage technology 
in the near-medium terms [2]. Factors in favor of applying C.E. 
principles to manage HDDs EOL in the U.S. are standardized 
sizes (2.5" or 3.5"), a high collection rate, and current 
reliability on imported rare-earth elements (REE) such as 
neodymium and dysprosium [5]. Overall, improving HDDs 
circularity could reduce environmental impacts associated with 
mining and processing of REE [5], as well as lessen the risk 
posed by supply restrictions for the economy [6]. 

Challenges to improved HDDs circularity are multiple. 
First, regarding recycling, REE are rarely recovered as it isn’t a 
widespread practice. When REE are indeed recovered, the 
instability of REE prices and their low concentrations in EOL 
materials may hinder recycling profitability [6]. Next, 
component reuse, such as rare earth magnet and magnet 
assembly (or voice coil motor assembly) reuse, faces logistic 
(due to the lack of downstream processing facilities in the U.S.) 
and lock-in (due to the high maturity of the industry) issues [5, 
6]. Finally, reuse is inhibited by the perceived data security 
risks and lack of trust in data-wiping technologies [6]. HDD 
end-users often require physical destruction of HDDs through 
shredding, even when standardized (e.g., following NIST 800-
88 R1 standard) and complete data-wiping is possible. This fact 
has led to widespread HDD shredding rather than reuse, an 
EOL option, which besides being the least circular, is also the 
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worst on an environmental and value-recovery point-of-view 
[5].  

Although the HDD industry stakeholders are aware of those 
challenges, even HDDs that do not require a high-security level 
are sent to the shredder, effectively removing any other EOL 
options such as component or HDD reuse [6]. Several surveys 
found that the lack of trust in data wiping technology is one of 
the main barriers to reusing information and communication 
technology equipment [6, 7]. Whalen et al. [7], for instance, 
surveyed two Swedish companies and found that, despite 
significant investments to create an efficient and secure data 
wiping process by one of the companies, data security concerns 
remain one of the most critical barriers to overcome.  

Trust – understood as a state of perceived vulnerability 
stemming from the uncertainty an individual (or organization) 
has regarding the motives and intentions of others on whom 
they depend [8] – therefore affects end-users’ decisions to 
choose an EOL option that does not involve shredding. Among 
many social psychology theories aiming to explain and model 
human decision processes, the theory of planned behavior 
(TPB) is prevalent [9]. The use of the TPB to explain pro-
environmental and circular behaviors in industrial ecology 
publications has been growing [10]. Trust was found to be an 
antecedent of TPB's factors, especially regarding attitude [8]. 
Therefore, the TPB can model the lack of trust that HDD end 
users have regarding data wiping technologies and provide a 
causal mechanism for their adoption. 

While traditional industrial ecology frameworks such as life 
cycle sustainability assessment (LCSA) and environmentally 
extended input-output analysis can quantitatively assess the 
sustainability of C.E. strategies, such tools usually do not 
model the dynamic changes implied by the C.E. transition, 
such as new technology or behavior adoption [11, 12]. On the 
contrary, agent-based modeling (ABM) is a framework that is 
well suited for studying the C.E. transition because it 
dynamically accounts for behavioral change and, thus, can 
complement industrial ecology frameworks [11]. In agent-
based modeling (ABM), a system is represented through 
agents, representing various system elements such as 
organizations, individuals, or households depending on the 
system. A strength of ABM is its ability to provide a detailed 
representation of the agents' decision processes [11].  

ABM often employs social psychology theories such as 
TPB to represent human decisions and, thus, can more 
adequately model socio-technical systems [11]. ABM has been 
applied in C.E., mainly to study industrial symbiosis and waste 
management [11]. For example, an ABM on electronic waste 
studied the consumers' adoption of four EOL pathways for used 
electronics: storage, shredding, sale, and return through a 
product take-back system [13]. While the model is not based on 
empirical data (i.e., data collected in the real world) it includes 
relevant features affecting the take-back system's adoption, 
such as consumers' data security concerns. This paper aims to 
apply an ABM approach to study how social factors, such as 
lacking trust in data wiping technologies, affect HDD 
circularity.  

A few ABM have been used to explore electronic waste 
management [13, 14], but they have not applied empirical data, 

limiting their application. Moreover, they focused on 
residential rather than organizational end-users and did not 
include other C.E. stakeholders, such as recyclers and initial 
service providers. The ABM presented here fills those gaps by 
including four types of HDD industry stakeholders, using 
empirical data whenever possible, and calibrating the model to 
known outputs. 

II. MATERIALS AND METHODS 
The ABM from previous work on photovoltaics (P.V.) 

circularity is adapted for this study [15]. While the model's 
general structure is the same, values for the parameters were 
changed to correspond to the HDD industry. Moreover, some 
parameters were modified (e.g., the repair option considered in 
the P.V. model was replaced by a component reuse option). 
The overview, design concepts, and details (ODD) protocol 
[16] is used to describe the ABM. 

A. Overview and design concepts 
In short, the ABM considers four of the main stakeholders 

of the HDD industry: end-users, recyclers, initial service 
providers (with some companies having both roles), and 
manufacturers (Figure 1-a). End-users include service 
providers, governmental entities, and commercial customers. 
Manufacturers include original equipment manufacturers 
(OEM) and other manufacturers such as aluminum smelters (to 
account for both closed and open-loop recycling). Five EOL 
options are modeled: HDD reuse, component reuse, recycling 
with REE recovery, shredding, and storage. After shredding, 
materials are either recycled (without REE recovery, which is 
the current practice) or landfilled. The model's objective is to 
explore what technical, economic, and social factors maximize 
HDD circularity. Thus, the primary output of the ABM is the 
mass volumes of HDDs and HDD materials reaching each 
EOL option.  

The ABM is designed in a modular fashion where each 
agent type is a class defined in a Python module. Thus, each 
agent is an instance of the class of its type. Another Python 
module contains the model inputs, activates the agents, and 
collects the simulation outputs. The Mesa Python package 
facilitates the agents' activation and sets up batch runs of 
simulations [17]. There are several interactions between the 
agents in the model. First, within agents of the same type to 
model the effect of peer influence on agents' decisions and 
second between agents of different types. For instance, initial 
service providers have access to the number of HDDs handed 
over by end-users for reuse, component reuse, and recycling. 
The model also contains several stochastic elements (i.e., it 
uses the stochastic Watts Strogatz algorithm to build the end-
users social network, and some of the agents' characteristics are 
drawn from probability distributions to model their variability 
(e.g., recycling costs may be different across the U.S.)). During 
the simulation, individual agents' decisions and interactions are 
responsible for the HDD industry's overall circularity modeled 
in the ABM. 
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B. Details 
The installed capacity of HDDs from 2000 to 2020 is 

reported in the ABM and divided among end-user agents [18, 
19]. Due to computational limitations, the number of end-users 
is restricted to 1,000 agents, assumed to represent HDD end-
users’ whole population. Although it limits the ABM's 
representativeness, this number was found to capture network 
effects and end-users’ variability. The number of recycler, 
initial service provider, and manufacturer agents are 250, 15, 
and 13 (including the 3 OEMs), respectively [6, 20, 21].  

Product growth is modeled with the compound annual 
growth rate formula, using a growth rate derived from Gantz et 
al. [2] projections. The HDDs' material efficiency growth (i.e., 
the increase of storage capacity per unit of mass) is derived 
from Fontana Jr and Decad [22], although the fractions of the 
different materials in the HDDs are assumed to remain the 
same [23]. Next, a Weibull function is used to generate the 
number of HDDs Wi

t of agent i reaching EOL at time t. 

The TPB is used to model end-users purchase of used or 
new HDDs and the EOL management decisions (Figure 1-b). 
The TPB accounts for three main factors affecting the intention 
to perform a behavior j, BIij

t: 1) the perceived behavioral 
control (PBC) PBCij

t, which relates to the perceived ease or 
difficulty of performing the behavior (assumed to only relate to 
the financial costs of performing the behavior in this ABM), 2) 
the attitude Aij

t held toward the behavior (i.e., how the behavior 
is perceived as favorable or unfavorable), and 3) the subjective 
norms SNij

t, which refers to the perceived social pressure to 
perform or not perform the behavior (Equation 1). The 
regression coefficients weight the model variables (wPBC, wA, 
and wSN, taken from meta-analyses on EOL and second-hand 
purchase behaviors [24, 25]). 

BIij
t = wPBCPBCij

t + wAAij
t + wSNSNij

t                                 [1] 

While Aij
t is unknown and therefore calibrated, PBCij

t is 
computed from the costs of each EOL option [6, 26], and SNij

t 
is computed as a function of the number of agent i neighbors 
that have adopted behavior j in the social network relating end-
users. Each agent i then selects the EOL or purchase option j 
with the highest score BIij

t at each t (i.e., one year). The number 
of HDDs Wi

t is then added to the tally of the option chosen by 
agent i, providing an account of the mass volumes of HDDs 
and HDD materials reaching each EOL option over time. 

Initial service provider agents sort HDDs from end-users 
that are not shredded between the three circular options (reuse, 
component reuse, and recycling with REE recovery) depending 
on their technical feasibility and value proposition. It is 
assumed from discussion with industry stakeholders during the 
iNEMI project that 60% of HDDs can be reused (i.e., they are 
still functioning), and 95% of the magnets can be recovered 
intact (if removed within a clean room environment under strict 
process controls) [6, 27]. Moreover, value recovery for the 
reuse, magnet reuse (i.e., component reuse), and recycling are 
$15-23/TB, $0.5-3.3/TB, and $0.4/TB respectively [6]. The 
processing and labor costs are also considered when the initial 
service providers sort EOL HDDs [6, 26-30]. Initial service 
providers also balance end-users supply and demand of used 
HDDs. If there is insufficient demand for used HDDs 

(determined by the end-users purchase decision) or if HDDs 
cannot be reused (i.e., if already 60% of EOL HDDs are 
reused), they are sent to another EOL option.  

Recycler agents compute the volume of recovered materials 
from EOL HDDs according to the HDDs mass fraction [23] 
and the recycling process's material recovery rates [28, 31]. 
Manufacturer agents purchase recovered materials from 
recyclers – at scrap prices if they exist (e.g., the price of 
aluminum scrap is often about 60% of the price of virgin 
aluminum [32]) and at virgin prices otherwise. Finally, 30 
simulations spanning the 2020-2050 period are run for each 
scenario explored with the ABM, as this number of replicates 
proved to be enough to capture the model's stochasticity in a 
stability analysis [15]. 

 
Figure 1. a) Overview of the HDDs ABM; b) HDDs end users decision 

tree 
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III. RESULTS 
Although empirical data are limited, the model was 

calibrated to best represent the current situation. The baseline 
scenario yields a low circularity rate and is mainly limited by 
end-users’ unwillingness to trust data-wiping technologies. 
After data wiping, the initial service providers sell the end 
users' used HDDs, their components or perform advanced 
recycling. As a validation of the general behavior of the ABM, 
the projected growth of installed capacity (about 2 zettabytes in 
2025), the amount of waste generated (around 20 to 70 million 
HDDs per year), and low reuse rate (about 6%) were found 
similar to data published in the literature [2, 27, 33, 34]. The 
lack of data on the reuse rate prevents a more thorough 
validation. 

In addition to comparing simulation results with the 
literature, extreme cases were tested to ensure that the model 
behaved as expected (Table 1). In the baseline scenario (Table 
1 scenario a), most HDD materials are already recycled. 
Indeed, given the current shredding practices, the steel, copper, 
and aluminum that constitute most HDD's mass are recovered 
[31]. Next, the reuse rate depends on the end-users' willingness 
to use data-wiping technologies but also on the failure rate and 
the demand for used HDDs (Table 1 scenarios b and d). By 
contrast, if the aforementioned constraints affecting reuse are 
lifted, the reuse rate increases to 70% (Table 1 scenario e). Due 
to HDDs' short life cycle and the number of reuses assumed to 
be limited to two, there are still 20% and 7% of materials that 
end up being recycled and landfilled, respectively, in that 
scenario. Finally, when removing the circular options from the 
list of choices available to the agents, all HDDs are shredded, 
leading to 73% of the materials being recycled and 27% being 
landfilled or stored. It is worth noting that storage behaviors 
were observed in residential and organizational end-users [35] 
and may act as a buffer that leaves room for other EOL options 
to be chosen in subsequent time-steps [15]. Figure 2 shows the 
fraction of HDDs in circular EOL pathways in 2050 as a 
function of the trust end-users have against data wiping 
technologies for various scenarios. 

First, circularity never reaches 100% because government 
end users always choose to shred their HDDs (according to 
current policies), and reuse is assumed to be limited to two 
lifecycles. Then, the effect of the TPB's variables can be 
observed from Figure 2. For instance, comparing the red (and 
brown) and blue curves in Figure 2 shows that the variable 

accounting for subjective norms acts as a double-edged sword: 
it reinforces the lack of trust toward data mining technologies 
when trust is already low among agents but also enhances that 
trust once it has been established (when the agents' attitude is 
already high). Moreover, because HDDs that are sold for reuse 
can bring financial benefits to the end-users (it is the EOL 
pathway capturing the highest value), the PBC lowers the 
attitude threshold necessary for reusing magnet material (see 
blue and green curves in Figure 2). When the decision is based 
only on the PBC, the magnet materials’ circularity rate is 
maximal (orange curve in Figure 2). When only peer influence 
(i.e., subjective norms) is accounted for in the model, the 
magnet materials’ circularity is 0% as at the beginning of the 
simulation, and most agents are not willing to trust data-wiping 
and influence all other agents to do the same (pink curve in 
Figure 2). On the contrary, if the effect of attitude on the end-
users’ decision is lifted, the magnet materials’ circularity rate is 
almost maximal (the subjective norm still hinders circularity at 
the beginning of the simulations) (purple curve in Figure 2). 
When all TPB's factors are lifted, end-users randomly choose 
between shredding (about 35% of agents' decisions), handling 
their HDDs to the initial providers (about 35% of agents' 
decisions), and storing HDDs (about 30% of agents' decisions) 
(grey curve in Figure 2). Storing is selected less often as it is a 
temporary solution and therefore assumed not to be chosen 
twice in a row by the agents. Those mechanisms result in a 
magnet circularity rate of about half the possible maximum. 

 
Figure 2. Effect of TPB's parameters (A=attitude, SN=subjective norms, 

PBC=perceived behavioral control) on magnet material circularity (HDD reuse, 
magnet reuse, REE recycling) 

 

TABLE I.   FRACTIONS OF MATERIALS IN END-OF-LIFE PATHWAYS AT THE END OF THE SIMULATION PERIOD (2050) ACCORDING TO DIFFERENT SCENARIOS 
(MEAN OF 30 REPLICATES FOR EACH SCENARIO). 

 % Reuse % Magnet reuse % Recycle % Landfill % Storage 
a) Baseline 6 1 68 24 <1 

b) 0% HDD repairability 0 7 68 24 <1 

c) CE pathways unavailable 0 0 73 26 <1 

d) No demand for used HDD 0 8 68 24 0 

e) Ideal reuse case 70 3 20 7 0 
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IV. CONCLUSION 
The ABM presented in this paper develops similar work 

from the literature [13, 14] by applying empirical data and a 
calibration procedure. By basing agents' EOL management and 
second-hand purchase decisions on the TPB, the model enables 
exploring social dynamics of circularity in the HDD industry. 
For instance, only once the trust of end-users in data-wiping 
technologies is high enough that circular options are adopted in 
the model. Similarly, the subjective norms play an essential 
role as they may hinder or enhance the adoption of circular 
options in the end-user social network.  

Overall, the reuse rate is primarily constrained by end-
users’ unwillingness to adopt other EOL options than 
shredding for data security reasons. Furthermore, an exciting 
research avenue would be to study several technology 
adoptions at once, for instance, to capture the increase in 
renewable energy use by data centers [36]. 

There are several limitations to the ABM presented herein. 
First, competition between agents is not accounted for. Initial 
service providers, for instance, could compete to access end-
users with the highest volume of EOL HDDs. Next, households 
were excluded from the analysis, although they also contribute 
to the generation of electronic waste and, thus, HDDs. 
However, households represent a small share of the total 
installed HDD capacity (below 10%) [18, 19]. More limitations 
include the exclusion of environmental metrics in the analysis 
and considerations of international logistics (e.g., regarding the 
shipment of small quantities of REE to Asia as there are no 
facilities in the U.S. that can use recovered REE).  

Research opportunities include combining the current 
model with a more macroscopic framework such as system 
dynamics, for instance, to capture international flows. 
Moreover, a scenario including SSDs could also be explored 
with the ABM. 
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