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Grid Modernization Lab Consortium 
Firmware Command and Control (FC2)
 Problem Statement 

Firmware in embedded devices control the most critical 
protection functions on the electric grid with little to no insight 
into the firmware or the ability to mitigate cyberattacks. 

 Objectives of Project
 Baselined firmware with all constraints for detecting 

suspicious settings
 Structure threat: An agile, embedded response and external 

response detection system will be created, enabling threat 
sharing between the device and upstream security products. 

 Low operational-impact, protected/hidden microkernel for 
cyber operations

Topic Area 5—Cyber-Physical Security
U.S. Department of Energy Office of Energy Efficiency and Renewable Energy Solar Energy 
Technologies Office: Guohui Yuan; 
Building Technologies Office: Erika Gupta; 
Cybersecurity, Energy Security, and Emergency Response: Akhlesh Kaushiva

 Firmware Command and Control (C2) uses recent machine learning concepts to baseline 
firmware and detect unexplained changes described in the structured threat for 
bidirectional upstream energy security operation actions and awareness—for all grid 
stakeholders.
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Analysis Environment
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• Designed to incorporate high-
fidelity analysis with both 
physical and virtual Industrial 
Control System assets 

• Capable of performing secure 
static and dynamic analysis 
of firmware or binaries

• High scalability allows for 
multiple analysts or creating 
custom environments for new 
samples. 

• Software-Defined Networking 
allows assets from other lab 
spaces to be brought in 
quickly for analysis. 



Analysis Environment Example
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Starter Tools - What’s in This? 
 WiiBin: Framework to determine the architecture of a binary 

and the locate opcode sections within the same binary

 @DisCo: Graph-based data store designed to organize 
firmware and software analysis data

 Firmwalker: Script for searching firmware file systems for 
information, including passwords, configuration files, and 
scripts 

 Stix: Standard for describing cyber-threat information

 Radare: Framework for reverse engineering binaries 

 ldd: Prints shared libraries required by a program

 Readelf: Displays information about ELF format object files

 Gdb: Debugger to see the steps a program takes

 Volatility: Extracts artifacts from memory 

 Binwalk: Analyzes and extracts firmware images

 Qemu: Enables the execution of binaries and firmware for 
various architectures for live network and memory analysis. 

Binwalk Entropy Graph of Busybox

Readelf Analyzing Busybox



Automated Analysis

WiiBin Binary Analysis 

@Disco Convolution Network Analysis

@Disco Feed Forward Network Analysis

• Machine learning accelerates 
both analyzing and 
interpreting results.

• Identifying the architecture 
for a sample can be difficult.



Structuring Threat Information 
in STIX Using STIG



Industroyer Analysis Using STIG 2.0

Industroyer STIX bundle:
• 25 indicators, 10 malware, attack patterns 
• Evidence-based connections to reports (Dragos and ESET) 
• One vulnerability listed in the National Vulnerability Database (NVD). 

ICS Protocol-
focused Payloads

Data Wiper



Data Wiper (Industroyer)



ICS Protocol-Focused Payloads 
(Industroyer)



Questions? 

NREL/PR-5R00-81299 

This work was authored [in part] by the National Renewable Energy Laboratory, operated by 
Alliance for Sustainable Energy, LLC, for the U.S. Department of Energy (DOE) under 
Contract No. DE-AC36-08GO28308. Funding provided by the U.S. Department of Energy 
Grid Modernization Consortium Office. The views expressed in the article do not necessarily 
represent the views of the DOE or the U.S. Government. The U.S. Government retains and 
the publisher, by accepting the article for publication, acknowledges that the U.S. 
Government retains a nonexclusive, paid-up, irrevocable, worldwide license to publish or 
reproduce the published form of this work, or allow others to do so, for U.S. Government 
purposes. 




