Module-OT: A Turnkey Solution for Securing Energy Systems

As energy systems become more distributed, the surface area for potential cybersecurity threats is expanding.
Current solutions for securing critical infrastructure are often too expensive and oversized to meet this growth.
Utilities and industry need a cost-effective technology to secure communication on operational technology

networks. NREL developed Module-OT to serve this need.
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How Does it Work?

Module-OT provides data integrity and confidentiality for critical infrastructure using end-to-
end encryption. It is a “bump-in-the-wire” approach that authenticates, authorizes, and
encrypts data, allowing devices to connect through untrusted networks with no risk to utilities
or system operators. As open-source software, Module-OT can be easily deployed in a
multitude of environments or readily embedded in various devices, making it possible to
secure the millions of energy resources that are already connected to utility networks.
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Future Security Now
Module-OT has been demonstrated to provide advanced security and networking when

NDN Based Intrusion Detection System with Secure Authentication Gateway

Named Data Networking (NDN)

deployed along with a future internet architecture called Named Data Networking (NDN).
The combined technologies—NDN and Module-OT—offer a comprehensive networking
solution that includes intrusion detection, a secure communications gateway, and network
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analysis. This hardware-software solution could be scaled inexpensively to secure any size
of DER facility or energy infrastructure.
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cybersecurity for more than just energy systems. It is useful for systems using operational Substaion

quipment

technology, with potential applications in sectors such as finance and healthcare.
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