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A B S T R A C T   

Increasing renewable penetration and grid modernization initiatives are having a significant impact on the 
operating and fault characteristics of distribution systems. As a result, protection systems need to account for the 
changing nuances in systems transient response to disturbances and the resulting voltage and/or current to 
ensure safe and reliable operation. The approaches for modeling and analyzing power systems also need to 
evolve accordingly, based on the choice of protection system. Therefore, this paper reviews the state-of-the-art 
and evolving approaches for the protection of future energy systems. The approaches are categorized based on 
operating principles and variations in the underlying mathematical formulation – to present a comprehensive 
overview on fault detection and recommendations for future research. The evolving nature of distribution sys-
tems, interconnection requirements and standards, and system automation is also discussed in view of the need 
for higher fidelity models and/or limitations from current approaches. Finally, the protection algorhithms are 
compared based on their associated challenges with reliability, protection, and communication/design needs.   

1. Introduction 

Distributed energy resources (DERs) offer technical and economic 
advantages to both power system utilities and utility customers [1]. 
Originally, these systems operated radially to carry power from the 
substation to the end users. However, increasing penetration of 
inverter-based DERs (IBDERs) is significantly changing the control 
strategies and operation of modern power systems [2–4]. IBDERs such as 
solar photovoltaics (PV), battery energy storage, and fuel cells are a 
major fraction of DERs being integrated. There is ongoing research in 
different domains to address challenges introduced by the changes in 
distribution systems – including islanding detection, microgrid forma-
tion, transactive energy markets, power converters, fault detection, 
improving power system quality, declining system inertia, and network 
reconfiguration [5,6]. Systems with high DER penetration are devel-
oping their advanced metering infrastructure (AMI); and an increasing 
reliance on advanced distribution management systems (ADMS) to 

ensure the reliability of complex networks during normal operations and 
resiliency during extreme events [7]. The influence of these investments 
in phasor measurement unit (PMU) based wide-area monitoring [8], 
protection, and control systems can be seen in the research trends and 
resources available to grid operators [9,10]. The evolution is also 
introducing the need for a networking layer to allow interaction be-
tween cyber-physical assets for efficient secondary and tertiary controls 
for system management. 

Fault location, isolation, and service restoration (FLISR), an impor-
tant application of ADMS, performs three actions: locate, isolate the 
fault, and restore the power via a self-healing approach. It is important 
to maintain reliable protection during the faults [11]. Similar to other 
aspects of system operation, protection also needs to account for the 
intermittent DERs, changing network topology, smart volt-ampere 
reactive (VAR) compensation, generation loss, changing frequency, 
and other such challenges. Standards such as the IEEE 1547 aim at 
standardizing the interconnection of DERs to the distribution system. 
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While periodic revisions to the standards (e.g. IEEE 1548–2018) pre-
pares the system for future challenges, they also add challenges to the 
legacy practices and operating principles. Further, FLISR uses the 
combination of protective relay status, and other smart devices to locate 
a fault. Fault location is a prerequisite and can have a significant impact 
on all subsequent actions performed by the FLISR application. After 
locating the fault, isolation action is performed by opening appropriate 
tie/sectionalizing switches. This in turn impacts the direction and 
magnitude of the current post-reconfiguration. Therefore, suitable pro-
tection and control strategies for different systems can vary significantly 
because of the changes in power system dynamics [12,13]. This evolving 
operating conditions also include reduced fault current contributions 
from the IBDERs (≤ 2 p.u.) [14]. 

Service restoration is the final, integral part of the FLISR application 
that re-configures sections of the distribution system to stay grid- 
connected or as intentional islanded microgrids using DERs [15–17]. 
This ability can be a major asset for improving system resilience during 
outages [18]. But, IBDERs offer limited fault current given their design, 
control, and interconnection requirements [13] – which makes fault 
location more challenging. In the case of high impedance faults, the 
detection challenge is further exacerbated given the much smaller fault 
current. From FLISR’s perspective, post-restoration island or grid resil-
iency is undermined if they can not be adequately protected. This will be 
discussed from the perspective of many promising approaches like 
adaptive overcurrent, differential current, and hybrid protection 
schemes. Similar to grid-connected operation, these challenges have also 
spurred strong research interest in analyzing the protection behavior 
from an islanded microgrid’s perspective  [18–20]. The impact of 
ride-through requirements, and the time-varying behavior of DERs in 
general remains a significant unknown. 

The protection community is also seeing increased research in 
developing hybrid protection strategies using a combination of current 
and/or voltage measurements – almost exclusively for high-speed (sub- 
cycle) fault detection. Similar trends are being observed using data- 
driven methods - especially phasor measurement unit (PMU) based- 
and machine learning (ML-) approaches because of the available data 
and better computation abilities. We notice that the protection schemes 
will continue to evolve and may result in a mix of multiple approaches – 
to monitor specific system behavior and augment legacy protection. 

This review is focused on comparing the operating principles, chal-
lenges, modeling needs, and, communication/data requirements. The 
intended outcome is to help readers understand the challenges specific 
to their protection algorithm of interest and/or evaluate the most suited 
algorithm given their system, modeling approaches and data/analysis. 

Essentially, reliable FLISR implementations will need to address these 
significant challenges - fault detection, location, restoration - all of 
which need reliable protection scheme [21]. Selective modeling and 
characterization of the changing power system - including IBDERs, fault 
response, bidirectional power flow, control objectives of DERs, and 
others - will be critical, and need to be factored into protection studies 
[20,22]. Fig. 1 presents a high-level overview of the protection schemes 
in view of the increasing DER penetration, the challenges considered, 
and the general direction of research. This figure presents the challenges 
as they become more prevalent given the level of DER penetration in a 
given system. Interestingly, very few papers focus on selective modeling 
strategies - tailored to the FLISR and interoperability challenges. 
Consecutively, this lack of discussion is also felt in reviews discussing the 
trends in protection research [23,24]. As summarized in Fig. 1, the 
available literature and reviews for low/medium DER penetration, and 
isolated operation as grid-connected or intentionally islanded are sig-
nificant [23–25]. 

In this review paper, we present a much-needed review of the trends 
and needs in protection research by focusing on the outstanding ap-
proaches over the past 5–7 years. These discussions uniquely examine 
the assumptions in the literature reviewed, and possible blind spots – 
noting the trends of research in modeling system operation, and focusing 
on higher DER penetration and interoperability - like the ride-through 
requirements and CT saturation. We also contribute to the discussion 
on using hybrid approaches involving both voltage and current mea-
surements, and the involved trade-offs. Finally, this review intends to 
serve as a broad-spectrum summary of the key phenomena of interest for 
system protection, modeling approaches, and underlying assumptions. 
Discussions on the trade-offs between improving the accuracy of the 
system modeling approaches and reliable protection analysis are among 
the contributions of this paper. While bad data and network intrusion 
can exacerbate the reliable operation of protection systems, their ideal 
operation will not resolve the above challenges. Therefore, the chal-
lenges due to the introduction of cyber-physical systems are not in the 
scope of this paper. 

Section 2 highlights the key factors impacting the system operation 
and in turn the reliability of FLISR applications. The discussion pre-
sented in Section 2 facilitates the review presented in Section 3 – which 
presents the state of the art in different approaches for protection in 
distribution systems with high DER penetrations, associated problems, 
and potential future research opportunities. Section 4 elaborates on the 
review by discussing the associated modeling approaches, impact on 
protection studies, and offers insights including events of interest and 
modeling challenges. Finally, Section 5 concludes the review and 

Fig. 1. Summary: Modern trends in Power System Protection with increasing penetration of DERs.  
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presents key findings. A crucial contribution of this review article is the 
exhaustive survey presented on distribution system protection topic. 

2. Drivers for change in distribution system response due to 
high penetrations of DERs 

Actively managing complex grid operations while achieving 
increased reliability and efficiency requires a wide variety of tools and 
grid visibility. The modern-day electric distribution systems are under-
going a paradigm shift toward bidirectional power flow with DERs 
located behind and in front of the meter. Utilities are facing different 
challenges on various fronts, from system studies to operations. This 
section discusses the main operating challenges affecting distribution 
system protection. 

DMS is used by utilities for manual or autonomous control opera-
tions. This section discusses the effect of DERs on the important appli-
cations in DMS that contribute to the resilience and reliability of the 
system. Also, the proliferation of DERs in the distribution system can 
improve resilience through the formation of microgrids. The operation 
of a microgrid requires a better protection scheme to sustain generation 
and remove the faulted sections. This section also discusses the key 
challenges of microgrid protection and current research. Finally, 
increasing penetrations of DERs requires utilities to adopt their inter-
connection procedures for DERs and modify their grid operations. The 
IEEE 1547 interconnection standard defines DER criteria and the re-
quirements related to the performance, operation, safety, and testing on 
the grid. The fault response requirements of IBDERs influenced by the 
new interconnection standard (IEEE 1547–2018) are altering the 
fundamental assumptions of traditional protection schemes, thereby 
presenting concerns for reliable operation. This section briefly discusses 
the requirements of IBDERs during a fault to highlight the need for ac-
curate modeling of the system. 

2.1. Trends in FLISR application 

Many utilities are deploying a DMS as part of their distribution sys-
tem modernization strategies. One of the most important applications of 
DMS that improves the resilience and reliability of the distribution 
system is FLISR. The FLISR application function operates by detecting, 
locating, and isolating the faulted section of the network to resume 
service to customers downstream of a fault through switching actions. 
Early FLISR applications were developed under the assumption of a 
single-source contribution to a fault. Multiple generation sources com-
bined with low fault-current characteristics affect the traditional FLISR 
system to locate a fault. Fault location is paramount to the service 
restoration of the affected customers. For distribution system operators, 
any fault can trigger multiple alarms and failures. As a result, even when 
the fault has been isolated, identifying and repairing the faulted line 
sections for large distribution systems becomes an arduous task, espe-
cially during calamities inducing multiple failures [26]. 

Multiple researchers have proposed PMU-based measurements for 
easy fault location to aid service restoration. In [27], the authors present 
a single-ended fault location method based on pre- and post-fault 
impedance measurements. On the other hand, [26] locates the faults 
using a relationship matrix between multiple fault indicators deployed 
across the system and their status at any given time. In [28], the authors 
present a two-end fault location method using PMU measurements of 
voltage and current for a given line; however, a neural-network-based 
methodology for single-phase short-circuit location is presented in 
[29]. It models the feeder behavior during single-phase faults in terms of 
the fault distance, the network parameters, and the current and voltage 
measurements. Alternatively, [30] uses deep neural networks for fault 
location in transmission lines with parallel flexible AC transmission 
system (FACTS) devices. Finally, the authors in [31] use the time de-
rivative of the quadrature and the zero-axis components of the fault 
current for fault detection and location in microgrids. Results show that 

different approaches proposed by the authors require more study on 
systems with a wide range of DER penetration levels. 

2.2. Interoperable distribution systems 

Microgrids are a group of interconnected loads and DERs within 
clearly defined electrical boundaries that act as a single controllable 
entity with respect to the grid [32]. These microgrids can seamlessly 
transition between grid-connected and islanded modes. Reliable 
islanding detection will be imperative for adapting the protection set-
tings to the system operation and detecting any inadvertent loss of the 
grid to protect personnel and equipment.  

1. Protection challenges in islanded microgrids: As discussed in 
Section 1, microgrids often use IBDERs—known for characteristi-
cally lower fault current contribution (often several orders of mag-
nitudes less than the utility grid). As a result, the distinction between 
the lowest possible fault current vs. the highest possible line load 
(including overload conditions) can be much lower for microgrids 
[33,34]. Further, given the DER composition within a microgrid, the 
available short-circuit current could be intermittent following the 
respective DERs (e.g., available solar insolation for PV plants). This 
scenario makes it difficult for protection schemes to distinguish be-
tween load and fault currents.  

2. Islanding detection: Outages caused by faults or maintenance can 
lead to the formation of islands. To ensure personnel safety and 
protection of the connected equipment, unintentional islands must 
be detected and de-energized. On the other hand, detecting un-
scheduled intentional islands will allow a smooth transition to a 
stable island. As a result, there is significant work on passive and 
active islanding detection methods (IDMs). In [35], the authors 
present a scalable architecture to demonstrate a scheme for IDM, 
whereas [36] focuses on the operating guidelines for 
rate-of-change-of-frequency (ROCOF) relays. Passive IDMs might not 
be as reliable in non-detection zones (NDZ); e.g., during near-zero 
power exchange at the point of common coupling (PCC). Active 
protection methods are more reliable, but they are also more 
complicated, slower, and add additional interference to the grid 
[37]. The authors of [38] propose a decision tree learning method to 
address NDZs, whereas [39] present a hybrid approach depending on 
both active and passive methods to improve the reliability and speed 
of IDMs. Different IDMs have their advantages and disadvantages. It 
is imperative to select the proper IDM based on the grid 
requirements. 

2.3. IEEE 1547–2018 interconnection standard 

IEEE 1547–2018 might significantly affect the nature in which the 
IBDERs interact with the grid, especially during faults. With the 
increasing ride-through requirements, protection relays need to detect 
faults given the current contribution from IBDERs. The standard clas-
sifies DERs under categories I–III (Fig. 2) based on their ride-through 
requirements/capabilities and rating. The highest disturbance ride- 
through capabilities are reserved for Category III, shown in Fig. 2. 
Specific requirements from IEEE 1547–2018 that are of specific interest 
to the protection schemes are:  

• Clause 6.2.2: IBDERs should trip within 2 s for single-phase trips. 
Traditional means of detection using zero-/negative-sequence cur-
rent might be difficult because IBDERs tend to balance the system-
—needing more transfer-trip-based schemes.  

• Clause 6.4.2.4: High-voltage ride-through requirement. The islanded 
sections can be subjected to load rejection overvoltage. The impact 
on ground fault overvoltage also needs to be determined similarly by 
the connected phase-to-ground load and the transformer for the 
IBDER. 
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• Clause 6.4.2.7.1: During the post-disturbance period, DERs with 
voltage ride-through without dynamic voltage support is required to 
restore output to the pre-disturbance active current level within 0.4 
s. As the DERs ramp up their output, maximum load current and fault 
current levels might change momentarily, negatively affecting the 
system protection. This is more prevalent in networks with high 
penetrations of DERs. Besides field testing, the impact can be 
assessed only by modeling the section of a network with an accurate 
model of IBDERs and their controls. 

In other words, all fault ride-through (FRT) of an IBDER need to be 
coordinated with protection trip times which otherwise can cause sta-
bility issues. The fault contribution and interaction of the IBDERs will 
change with the new interconnection and ride-through requirements; 
therefore, a combination of system models is needed to accurately un-
derstand and anticipate the interaction between the IBDERs and the 
system under the new IEEE 1547–2018 guidelines. We see that the 
fundamental assumptions to design a protection scheme are no longer 
valid because of the fault contributions of IBDERs, including islanded 
operation. The next section discusses the different approaches to dis-
tribution protection with IBDERs are discussed. 

3. Approaches for distribution system protection 

As discussed previously, protection strategies need to accommodate 
the evolving nature of the power systems they need to protect. For 
example, legacy overcurrent schemes will not always work with multi-
ple sources. For distribution systems, allowing bidirectional current 
flow, islanded operation, and low fault currents resulting from 
increasing penetrations of DERs are a few of these changes. Several 
protection schemes borrowed from transmission systems—such as 
directional, distance, impedance, differential, and transient protection 
schemes—are being implemented as potential solutions for distribution 
system protection. Adaptive setting-based schemes are being developed 
to accommodate the changes in system operation and behavior—e.g., 
microgrids. ML- and PMU-based novel protection schemes are also being 
developed for distribution systems. Although the state of the art in 
research on protection systems does not resolve these challenges, it 
provides valuable insights and approaches to build on. This section 
presents a comprehensive review of these trends and discusses addi-
tional opportunities where relevant. Fig. 3 provides the classification of 
all protection strategies based on the operating quantity from the liter-
ature. The current research on protection schemes is discussed in detail 
here and is shown in Fig. 3. 

3.1. Overcurrent protection 

Overcurrent-based approaches (Fig. 4) rely on a foundational prin-
ciple: The current from the sources distribute themselves inversely propor-
tional to equivalent impedance to the source. Under a fault, the given line 
will see an increase (given the fault impedance) in the current because of 

Fig. 2. DER voltage ride-through categories during a fault.  

Fig. 3. Classification of the distribution system protection approaches based on the operating quantity.  

Fig. 4. Typical radial distribution system line with overcurrent protection.  
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the reduced impedance. Note that the current can also increase because 
of an increase in load. However, HIF can also cause a low fault current 
magnitude. HIF is referred to as a group of faults that have character-
istically high fault impedance and therefore low fault current. This 
current magnitude is often close to the load current level, which is 
difficult to detect by traditional algorithms. The authors in [40] review 
the multiple approaches for HIF detection, including measurements 
(voltage, current, field intensity, and others), feature extraction (time, 
frequency, hybrid domains), and fault identification. Overcurrent relays 
are traditionally set to not operate during heavily loaded conditions but 
to reliably detect all the faults; therefore, it is important for protection 
engineers to accurately estimate the least fault current and the highest 
load current seen as the line current, Iline, by a given relay to set the relay 
pickup at an intermediate value. Fig. 5 demonstrates the principle of 
setting the overcurrent element. The pickup setting needs to be secure 
against the highest possible load current but sensitive enough to detect 
the lowest possible fault current. 

As expected, multiple sources can reduce the Iline seen by a relay and 
lead to major protection issues, such as nuisance tripping and loss of 
coordination. Further, traditional overcurrent schemes involve backup 
from secondary devices using the time coordination principle; therefore, 
the primary and secondary devices need to coordinate their operation by 
using either a time delay or a communications-assisted mechanism. 
Relay coordination is an active area of research, and the use of 
optimization-based problem formulation is common in these problems 
[41]. With this perspective, the next few subsections present the 
different forms of overcurrent research in improving a relay’s sensitivity 
to faults and selectivity to ensure coordination. 

3.1.1. Directional supervision 
Directional supervision adds security to any relay by ensuring that 

relays respond only to the fault in the given direction. Traditional 
directional supervision estimates the fault direction by current phase 
angle polarity relative to the reference voltage phasor (polarization 
element). These directional elements generally require both voltage and 
current measurements—and will need increased investment in voltage 
sensors for the relay. There are some current-only directional supervi-
sion [42] approaches as well. In [42], the pre-fault current, Ipre, is used as 
the polarization element. The post-fault current, Ifault, phasors are 
compared to the Ipre to determine whether the fault is upstream or 
downstream. Regardless of the choice of the directional element, fault 
selectivity will be increasingly critical for reliable relay operation with modern 
distribution systems. 

Challenges: Although most upcoming research considers the direc-
tionality of the relay, there are shortcomings with the application in 
systems with high penetrations of DERs. Directional supervised relays 
can trip as the VAR output from the DERs increases. There is a need to 
secure the overcurrent element for all possible generation load angles 
[43]. DERs with broad VAR output could be subject to similar chal-
lenges. As a result, more research and better power system models are 
needed to review and improve the effectiveness of the state-of-the-art 
directional elements in the presence of DERs. 

3.1.2. Adaptive protection with relay coordination 
Fault current changes are based on increasing DER penetrations, 

active network management, and islanded mode of operation. 
Depending on the system operating conditions, topology, DER vari-
ability, mode of operation, and multiple other factors, the fault current 
contributions change. Therefore, adaptive protection schemes are being 
developed (Section 3.1.2) with a focus on the algorithms that can adapt 
the relay settings based on the changes in the system state. In the 
traditional adaptive overcurrent protection problem formulation, the 
adaptive settings are either recalculated and programmed into the relay 
upon significant change of state or as several group settings based on 
precomputed scenarios [44–46]. 

To adapt the system actively with the same principles, the formula-
tion assumes the form of an optimization problem with multiple con-
straints. These problems include coordination time between protection 
relays, and they can be very computationally intensive, depending on 
the problem formulation and the choice of optimization algorithm [44]. 
Single- and multiobjective optimization approaches are used by re-
searchers to solve the time-coordination problem. Some researchers 
expand the problem formulation to three phases by considering addi-
tional factors, such as phase unbalance, grounding, or N-1 contingencies 
[47–49]. In [50], the researchers propose a stability-constrained pro-
tection coordination problem formulation to account for the transient 
stability parameters when determining the protection settings. Most 
coordination approaches in [51,52] use a single objective function to 
optimize the operating time. Additional objectives might include opti-
mizing the operating cost and/or relay locations [53–55]. Difficult 
optimization techniques used to solve the coordination time are 
mixed-integer linear programming [52,55,56], genetic algorithms [57, 
58], particle swarm optimization [54,59,60], symbiotic organisms [61], 
metaheuristics [59,62,63], and differential evolution [64–66]. 

Challenges with coordination: Using only the fault current for coordi-
nation to minimize the operating time can be very challenging, however, 
especially with low levels of faults currents (e.g., microgrids operating as 
intentional islands or for weak grids with high penetrations of DERs) or 
when coordinating with fuses. As a result, many approaches focus on 
accurate short-circuit fault current estimation to help adapt the relays in 
real-time [67,68]. This can be a challenge to time-based coordination 
(depending on how low the fault current can get), which compromises 
the operating time for a backup relay in its primary fault zone. So the 
authors in [69–71] propose a communications-based coordination to 
reduce the time delay between trips of the primary and backup pro-
tection. These strategies have an inherent risk of communications fail-
ure, and they still need a good non-communications-based backup 
coordination strategy or other backup relays to ensure coordination at 
all times; however, reducing the operating time for relays is a critical 
challenge without the use of communications channels. 

Approaches addressing relay-coordination: Many resea-rchers have 
studied the operating characteristics of distribution system configura-
tions [72] and proposed new characteristics to determine trip times. This 
can help the protection relays to trip faster while ensuring coordination 
[73]. In [74–76], the authors propose the use of dual-setting charac-
teristics for directional overcurrent. The choice of the curve could be 
determined by the fault direction or the load/source configuration 
(types of machines, DERs), as discussed in [74,75]. The authors in [77] 
propose an operating characteristic for distance relays to address the 
nonlinear problem of coordinating distance and overcurrent relays. 
Other researchers have proposed the use of the critical fault point—the 
fault point with the least current distinction between the primary and 
backup relay—instead of close-in faults (given the primary protection 
relays) to be used for relay coordination. The authors in [78] determine 
the critical fault point using the impedance matrix of the network. Every 
time the system topology changes, [79] updates the settings for the 
overcurrent relays and the Zone 2 settings of the distance relays from the 
pre-optimized relay group settings. Relay coordination research can be 
further expanded to identify other characteristics that can account for 
increasing penetrations of DERs and load/use-specific challenges. 

Fig. 5. Principle: Setting the overcurrent element.  
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3.1.3. Need for changes in problem formulation and execution of adaptive 
strategies 

Fig. 6 demonstrates the general approach for estimating the adaptive 
settings for overcurrent protection. Most adaptive relaying approaches 
are based on updating the overcurrent relays in the system with the new 
settings calculated every time the system state changes significantly; 
however, upon being reprogrammed, modern microprocessors can be 
down for 1 s to 2 s or more, making the relay oblivious to any system 

operation before the updated settings can be activated [44,46,80]. Even 
when switching between the setting groups with preprogrammed values 
for different operating conditions, there is a brief period (a few seconds) 
when the relay is blinded. 

Potential with decentralized approaches: One solution is to simplify the 
formulation of the optimization problems that do not need a powerful 
centralized solver to estimate the new relay settings. This approach 
makes the protection schemes inherently centralized, thus creating a 
single point of failure. To promote the distributed schemes, the mathe-
matical formulation of the problem for estimating the settings will need 
to be less computationally intensive. With the increasing number of 
constraints, researchers proposed alternate algorithms to simplify the 
problem formulation. The proposed methods reduce the constraints 
using other measurements for coordination [56] (negative-sequence 
current  [81,82]) and selective consideration of DERs for fault current 
estimation [46]. 

Adaptivity within the relay: Simplifying the setting estimation will also 
allow for the use of programming capabilities within the relay to 
develop more versatile settings that adapt automatically without 
reprogramming the relay. In [46], based on the number of DERs online, 
the relay can automatically pick appropriate fault current estimates 
from its lookup tables and adjust the relay pickup accordingly. Such 
algorithms will allow the relay to estimate its adaptive settings locally 
and make it easier for the relays to work effectively in both islanded and 
grid-connected modes of operation. The parameters can be communi-
cated by external agents [33], but, more importantly, the relay need not 
be reprogrammed, thereby alleviating the challenge with relay blinding 
and reclosers, as discussed in Section 4.1. 

3.2. Differential protection 

Differential relays operate on the principle that the net current in a 
protection zone is (close to) zero during regular operation. During an 
internal fault inside the protection zone, the net sum is significantly 
higher, thereby tripping the respective relays to isolate the section. This 
means that the differential relays need to exchange time-stamped data at 
a relatively high rate with each other in the system for the protection 
scheme to perform reliably. Further, given the setup (or a differential 
zone), the differential relays can be used only to detect faults within the 
zone (Fig. 7). For faults inside the protective zone, the currents shown in 
Fig. 7 will flow into the fault and sum to zero (approx.). High-speed 
communications play a vital role in the implementation of differential 
protection schemes. Any loss of communication will impact its ability to 
respond to a fault. 

Modern differential relays are digital and use two key quanti-
ties—the operating current, Iop (vector sum of all the currents entering or 
leaving the given zone), and the restraining current, Irst (individual sum 
of the magnitude of the current vectors used in the operating current)— 
to differentiate between faulted and unfaulted operation. The ratio of 
two quantities (Iop

Irst) is located inside the restraining zone under normal 
operation, as shown in Fig. 8. The operating characteristic shown in 

Fig. 6. Flowchart: Generalized approach for adaptive overcurrent 
setting estimation. Fig. 7. General setup: Internal fault detection using differential protection.  
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Fig. 8 varies for different applications. In addition to classic approaches, 
there are some modified versions by using a positive-sequence fault 
component instead of the phase currents [83] or by injecting a current 
with off-nominal frequency using the DERs during fault conditions for 
faster fault detection [84]. There are also hybrid implementations in 
microgrids where differential protection is used along with adaptive 
microgrid protection [85]. Hence, the application of differential relays is 
limited because of the dependence on communications and the associ-
ated cost. 

3.3. Voltage-based protection 

Challenges with current-only-based protection: There are multiple 
challenges posed by current-based protection schemes. For example, 
overcurrent schemes need a high magnitude of current to differentiate 
between a fault and normal conditions. DERs can contribute to remote 
infeed and decrease the fault current seen by the primary relays, which 
in turn impacts fault detection. Moreover, the use of fault current lim-
iters to protect equipment from large current surges further complicates 
fault identification. Similarly, fault currents change based on the status 
of DERs (infeed and generation), fault impedance, distance from the 
relay, type of fault (number of phases, grounded or ungrounded), and 
many other parameters. 

Using voltage for fault detection: Voltage is more stable and less sen-
sitive to any change in system operating conditions and faults; therefore, 
voltage-based backup (over/under-voltage) protection and use in 
directional supervision are common in modern-day systems at the sub-
station. As a result, downstream protection is often non-directional. 
With declining fault current (e.g., islanded microgrids), however, volt-
ages can be a more sensitive element for fault detection. For grid- 
connected systems, they can offer additional information to improve 
the relay’s sensitivity and selectivity. 

As a result, there is research on using voltage for primary, backup, 
and supervisory protection to augment/replace the overcurrent-based 
protection [86]. An adaptive voltage-based primary and backup pro-
tection scheme is presented in [87]. The algorithm is based on the 
relationship between the before-fault and after-fault phase voltage dif-
ference and the phase current. In [88], the authors present localized 
voltage-based protection with current as a backup for distribution sys-
tems with DERs. Even though the application of voltage-based protec-
tion can reduce dependence on the variable-fault current level, close-in 
faults and the loss of voltage measurement can blind the relay. Research 
can be further expanded to make the elements secure for very close-in 
faults and loss-of-measurement scenarios. 

3.4. Impedance relays 

Impedance (or distance) relays use both voltage and current infor-
mation to estimate the apparent impedance (or electrical distance) from 
the relay. During faults, the apparent impedance seen by the relay is very 
low, and the loads appear much closer to the relay (indicating a fault) 

than during normal operation. Three zones of protection and load 
encroachment characteristics are shown in Fig. 9. Typically, Zone 1 is set 
to provide instantaneous tripping, and Zone 2 and Zone 3 are set to a 
delayed trip and act as a backup for downstream relays. When the 
apparent impedance falls within the impedance characteristic (e.g., the 
Mho-impedance characteristic shown in Fig. 9), the relay asserts a fault. 
Misoperations happen because of measurement errors caused by various 
factors, such as loss of excitation [89], remote infeed [90,91], decaying 
DC component, harmonics, or coupling capacitor voltage transformer 
transients [92,93]. 

Similarly, power swings can cause the impedance to appear like a 
fault and lead to the misoperation of Zone 3 protection [94,95]. Using 
the local relay measurements, [94] calculates the relative speed of swing 
for a fictitious equivalent machine. This method supervises Zone 3 
protection based on whether the estimated speed goes through a zero 
crossing (stable swing) or not (unstable swing). The authors in [95] use 
PMU measurements to distinguish power swings from faults. For an 
adaptive Zone 1 setting scheme, [96] proposes using the pre-fault data 
from the impedance relays from both line ends. In [93], the authors 
focus on mitigating the influence of harmonics on the impedance relay 
and propose a matrix pencil method-based preprocessing filter for 
PMU-assisted distance relays. The measurements are used to estimate 
the impedance trajectories for Zone 3 impedance relays. To determine 
the influence of the remote infeed, [90] proposes a compensation 
method to estimate the impedance more precisely. 

3.5. PMU-based applications 

As stated previously, PMU-based applications have seen tremendous 
growth with the increased deployment of AMI. PMUs are being used 
extensively to log system states and use them for wide-area monitoring, 
state estimation, and cyber-secure operations. As an extension to pro-
tection applications, these data can also be used for backup/wide-area 
protection and to enable active network management and the allow-
able reconfiguration topologies (Fig. 10). All PMUs shown in Fig. 10 
communicate on a specific protocol with a centralized controller to relay 
the status in the field and receive any possible instructions from the 
controller. IEC 61850 and IEEE C37.118 are common protocols used in 
distribution protection and synchrophasor measurements. Network 
management, in turn, can help maximize DER penetration without 
extreme consequences on protection by accounting for factors affecting 
FLISR, power balance, and islanding options [21]. Dynamic state esti-
mation (DSE) using PMU data [97] helps track the system behavior by 
comparing measurements to obey physical laws like Kirchhoff́s cur-
rent/voltage laws and others; and can be used for multiple applications 
including protection. 

PMU-based protection applications: Fig. 10 shows that PMU-based 
applications depend on wide-area networks to exchange and analyze 
data, sometimes combined with optimization/state estimation. As a 
result, the response is slow (>200 ms) and primarily suited for backup 

Fig. 8. Operating characteristics based on operating and restraint current: 
Differential relay. 

Fig. 9. Operating characteristics for a Mho-impedance relay.  
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protection or coordination and secondary/tertiary control applications. 
In [98], the researchers present a PMU- and frequency-based mechanism 
to coordinate system protection and control the DERs under permanent 
line faults using a centralized fault detector. Voltage phasors and fre-
quency data are used for fault location and identification. Archived 
synchrophasor-based controllers can help with voltage/frequency re-
covery by adapting reference points of local controllers to the post-fault 
conditions. In [99], the authors present a wide-area criterion based on 
the absolute value of the rate of change of the voltage phase angle dif-
ference at the PCC for protection monitoring. Further, following an is-
land, the low inertia and a load-generation mismatch might result in 
high-frequency oscillations in system voltage and frequency. As a 
result, PMU-based system operations and protection could also miso-
perate; therefore, [100] presents PMU data indices to monitor the power 
flow (magnitude and angle) between buses. The resulting supervisory 
element helps improve the selectivity of primary and backup protection. 
DSE based protection applications [97] can reinforce traditional distri-
bution system protection, and help introduce additional visibility 
including fault location, or hidden failure detection. 

DER placement using PMU data: As mentioned previously, utilities are 
accumulating a lot of PMU data to gain a historical sense of change in 
system behavior, disturbance-sensitive areas, and other operational in-
sights. The DER placement problem can use these archives to strategize 
the location of DERs to reduce line losses or maximizing the fault current 
to aid the response of primary protection relays. In [101], the re-
searchers formulate a nonlinear problem with multiple con-
straints—such as power balance, bus voltage limits, and harmonic 
distortion limits—to optimize the selection of the types, locations, and 
sizes of utility-owned DERs. The authors in [102] formulate the recon-
figuration as a fuzzy optimization problem, including reduced losses 
while maintaining short-circuit levels, and they use a fuzzy imperialism 
competitive algorithm to reach the global optimum. In [103], the au-
thors use particle swarm optimization to optimize the fault current in the 
system, size the DERs, and optimally place the protection devices for 
more robust protection coordination. As an alternative to optimally 
locating DERs, [104] optimizes the use of energy storage (location and 
size) to help reduce DER curtailment and improve the load factor using 
system reconfiguration. 

In other words, PMU data can be used both in (near) real-time or as 
an archive to accomplish very different objectives of system operation/ 
planning. The use cases presented in this section were strictly analytic. 
The next subsection discusses more generalized ML-based approaches 
that are also being researched to accomplish similar tasks. 

3.6. ML approaches 

Traditional analysis in power system protection is based on analytic 
methods and models. Alternatively, ML based approaches offer an 
inference-based model given the historical or mathematical trend of the 

relationship between the input and output parameters of interest. In 
general, ML applications are commonly used in computer vision, lan-
guage analysis, and forecasting. Also, parameter selection and training 
of the models can be challenging for power systems–primarily because 
of the geographic variation in power system behavior. Models can suffer 
because of a lack of good training data, which, in, turn can be because of 
insufficient AMI and/or data availability. Nevertheless, when they are 
designed with adequate parameters and are well trained, these methods 
can analyze large volumes of PMU/other measurement data to derive 
inference models for complicated systems. This is not always possible 
with analytic approaches. Artificial neural networks, convolutional 
neural networks, reinforcement learning, and support vector machines 
are some common approaches. 

Review of ML-based approaches: In recent years, research in using ML- 
based approaches for power system operations and protection applica-
tions is also gaining traction. In [105], the researchers present an arti-
ficial neural network-based algorithm for the anti-islanding protection 
of the distributed generators, whereas [106] proposes a convolutional 
neural network-based islanding detection method. In fault detection, 
[107] presents a fault zone identification scheme based on a logistic 
regression binary classifier by using one-cycle post-fault current signals. 
In [108], the researchers use heuristics to determine the fault location 
for power distribution networks with DERs using voltage and current 
phasor measurements. In [109], directional overcurrent coordination is 
provided using metaheuristics, a differential evolution strategy, and 
linear programming formulations. In [110], the authors use a support 
vector machine-based regression model for disturbance detection in 
low-voltage islanded microgrids. 

Discussion: A general critique for ML-based approaches is that the ML 
model is derived by inferring a relationship between the inputs and out-
puts—which might or might not exist. Further, the data available from 
power system measurements are often infrequently sampled and depend 
on a multitude of factors influencing the system at any time, including 
connected assets, operating conditions, system topology, and others; 
therefore, the same contingencies can affect a given system in different 
ways on different days and produce different sets of data during different 
times of the year. None of the proposed approaches consider these as-
pects. Also, the ML-based models need to be trained over large data sets 
to improve their accuracy. Existing approaches train their inference 
engine using simulations of approximate power system models, which 
also generally have noise- and error-free measurements. Given the 
sensitivity of the ML-based approaches to measurements, a subset of 
wrong measurements (caused by meter failure) can lead to an incorrect 
interpretation of the system state by a larger number of protection de-
vices. This concern is also not addressed in most ML-based power system 
protection schemes. In other words, the risk of false positives and false 
negatives for power systems can be significant; therefore, the research in 
protection using ML should account for the real-world operational 
challenges for power systems to develop models with higher fidelity to 
ensure reliable performance. 

3.7. Protection based on signal processing techniques 

Different signal processing techniques—such as Fourier transform, 
wavelet transforms, discrete wavelet transforms (DWT), and Stockwell 
transform—are widely researched for protection. The use of transients 
and harmonic signals to identify faults (particularly high impedances) 
and other disturbances is becoming more feasible with better measure-
ments and faster computation in digital relays. Often, Fourier transform- 
based techniques are used when the disturbance of interest has a known 
harmonic signature. Because time information is completely lost using 
Fourier transform, localized and nonperiodic events such as transients 
are often difficult to detect. Algorithms such as short-time Fourier 
transform can partially overcome this limitation by dividing the signal 
into windows for localized analysis. Wavelet transforms can decompose 
input signals into coefficients at different levels (relative frequencies) 

Fig. 10. Generalized representation of a PMU-based wide-area monitoring/ 
coordination setup. 
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and have also been used for fault detection. Sometimes they are deemed 
more effective for isolating singular events and changes [111] because 
they can preserve the time information. DWT and maximum overlap 
discrete wavelet transform are the most common techniques for wavelet 
transform analysis. 

The authors in [112] use a fast-recursive discrete Fourier transform 
algorithm embedded with fuzzy logic decision-making to adapt the 
settings to the changing system conditions. In [113], the authors propose 
a multiscale wavelet packet decomposition as the fault detection algo-
rithm to detect the faults more efficiently and quickly. Authors in [114] 
use DWT to detect the fault using high-frequency wavelet coefficients. 
They use an event count to add security and to ensure that the fault 
condition persists before the relay classifies any event as a fault. A 
hybrid ML approach is proposed in [115] to detect high-impedance 
faults by comparing the phase angles on the wavelet coefficients. This 
phase displacement between wavelet coefficients is calculated for I0 and 
V0 at a chosen high-level frequency. Results show that the transients of 
the zero-sequence currents in a faulty feeder are in opposition to the 
healthy feeder transients. Because voltage is a common reference to all 
the feeders, it can be used as a reference to detect the fault. The scheme 
is similar to the approach in some implementations of directional ele-
ments. Based on this, an event counting method is demonstrated to 
detect faults (similar to [114]). Alternatively, an artificial neural 
network was also trained to present an alternative implementation as 
well. Similarly, in [116], DWT is used to locate and isolate faulted sec-
tions in distribution systems with distributed generation. 

The polarities of the wavelet coefficients of the high-frequency 
components of the current measurements from different zones are 
compared to determine the fault categories and to differentiate between 
in-zone and out-of-zone faults. It is claimed that time synchronization 
and centralized schemes are not needed to implement this scheme. 
Other approaches estimate the ”wavelet energy” (the sum of the abso-
lute or squared values of individual coefficients of the wind turbine 
output) instead of directly using the coefficients. The authors in [117] 
use the DWT decomposition on zero-sequence currents and voltage for 
fault detection. They also propose a basic directional element using the 
sum of the instantaneous transient power summed over two power cy-
cles. The polarity of the sum tells whether the fault is behind the node 
(+) or in front of it (-). In [118,119], the authors add an additional 
sensitivity using boundary wavelets to detect transient phenomenon, 
such as a HIF. Fault detection using a Stockwell transform-based median 
was proposed in [120]. This approach calculates the fault index from the 
median of the Stockwell matrix and declares a fault for the respective 
phase if the index is greater than a set threshold. The authors in [121] 
computed the fault index of the current signals from the Wigner distri-
bution function and the alienation coefficient. The threshold point is 
selected from the historical data sets; however, the threshold set point 
sensitivity to different types of faults and energy resources is not 
investigated. The authors in [122] propose a traveling wave 
transient-based protection system for medium-voltage system lines 
using only local high-frequency current measurements and power fre-
quency voltage measurements. In [123], the researchers propose a 
sub-cycle distance relay using the least error squares method. It uses a 
data interface module implemented on a field-programmable gate array, 
which benefits from its inherent parallelism and pipe-lined architecture 
for real-time communications. 

There is a risk of misoperation, however, with higher frequency co-
efficients. The use of zero-sequence components is not recommended by 
itself because it could also limit the application in distribution systems 
with a high operating imbalance on some circuits. Further, transients are 
visible to a large number of relays across the system, given the location 
of the disturbance and the apparent impedance to a given relay. This 
makes selectivity a primary challenge for transient-based protection 
schemes; therefore, there is a significant need to develop reliable 
directional elements to complement fault detection. Another challenge 
is the need for sampling the measurements at a high rate, which might 

discourage or limit the applications of these schemes. There is also an 
opportunity to research schemes that could use existing sampling rates 
(a few kilohertz) for fault detection. 

3.8. Discussion: Contrast in protection approaches 

This section discusses the prominent approaches under active 
research for improving the protection response for the evolving distri-
bution systems. Different approaches have varying timescale requirements, 
response speeds, assumptions, and resource requirements. To help visualize 
these differences, Fig. 11 provides the operating timescales of various 
protection strategies. As shown, traditional protection schemes sample 
the operating quantities every few milliseconds; whereas high-speed 
protection schemes, such as the wavelet-based or traveling waves, 
require sampling every few micro/nanoseconds. This drastically 
changes the requirements for the measurement devices (current trans-
formers and potential transformers) in the distribution system, which 
may or may not capture the fault transients at the needed rate. It can be 
concluded that the challenge of ensuring reliable protection for distri-
bution feeders is a multifaceted problem. Every protection approach has 
its own set of merits and demerits. The current-based approach requires 
adaptive settings with relay coordination because of changing fault 
currents from IBDERs. The application of voltage-based protection needs 
further research to secure the protection elements for close-in faults and 
loss-of-measurement scenarios. Impedance-based schemes are less 
affected by changes in the fault current and configuration because they 
achieve selectivity based on impedance rather than fault current. Their 
application is restricted to three-phase distribution mainly at the 
medium-voltage level because of its dependence on the sequence com-
ponents for direction. Protection strategies similar to differential pro-
tection are expensive to widely implement in a distribution system. 
Current research into fault transient-based strategies require a high 
sampling rate, which makes it difficult to use existing infrastructure. 
Utility visibility into the distribution system is minimal—implying that 
ML-based approaches might require multiple years of data to design 
reliable schemes. Although it is imperative to accurately estimate the 
operating quantity (current or voltage) during faults, optimally placing 
DERs, optimizing system topology, and using wide-area monitoring can 
help determine a more effective FLISR strategy. Next, we discuss the 
overarching challenges among these approaches and highlight the need 
for other research areas. 

4. Challenges with protection approach and system modeling 

As noted in Sections 2 and 3, multiple factors affect distribution 
system operation. Section 3 discussed multiple challenges and the evo-
lution of protection schemes to ensure reliable fault detection. Regard-
less of whether the models are analytic (network models and traditional 
power system analysis) or inference (ML) based, there is a need to 

Fig. 11. Summary: Approaches for distribution system protection vs. oper-
ating timescale. 
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consider a wide spectrum of system attributes that accurately capture 
the system behavior. In other words, it is quintessential that power 
systems are modeled more accurately to identify these changes in 
behavior and to refine the underlying assumptions on system operation 
(e.g., level of DER penetration, topology, or ride-through requirements) 
or fault current (e.g., grid-connected vs. islanded); therefore, this sec-
tion discusses the key factors and challenges among different ap-
proaches/applications to highlight specific attributes that should be 
accurately estimated or modeled for more robust system protection. 

4.1. Protection challenges 

Challenges for protection schemes that are attributed to changes in 
system behavior or fault characteristics could lead to relay misoperation. 
These include:  

• Modeling assumptions: The approaches based on the overcurrent 
detection solve the equivalent phasor domain or quasi-steady-state 
(QSS) system model in the steady state. As a result, the success of 
most of these approaches relies on their assumptions of the network 
topology and the accuracy of the fault current estimation method 
being used. 

• Fault impedance: Fault impedance plays a critical role in deter-
mining the fault current. HIFs are more common in the distribution 
system and are generally difficult to detect under a 15-kV distribu-
tion voltage level [124]. Traditional fault studies are based on 
short-circuit current estimates with additional relaxations to 
accommodate the uncertainty in the fault impedance. Although there 
are specific protection elements for the HIFs, even traditional fault 
impedances (e.g., 1, 10, 25 ohms) can be particularly challenging, 
especially for weak systems or when operating as intentional islands.  

• Remote infeed: When two or more sources of power are feeding 
current to a fault, the net current contribution of all the sources not 
seen by the given protection relay is referred to as a remote infeed. 
With revised DER interconnection standards (IEEE 1547–2018), the 
DERs are expected to be connected longer [46] and ride through 
external faults. The adaptive strategies try to compensate for the 
remote infeed by adjusting the sensitivity of the protection relay 
settings; however, there are cases where the existing problem 
formulation of overcurrent protection might be fundamentally un-
able to address the challenge. There is some research focused on 
estimating and/or offsetting the influence of DER infeed on the fault 
current seen by the primary protection relays [125].  

• Current as the primary operating parameter: As shown, all the 
previously mentioned demerits deal with the inability to accurately 
estimate the lowest fault current. Further, with islanded systems and 
systems with limited short-circuit capacity, it is becoming increas-
ingly difficult to distinguish between the nominal load current and 
the lowest fault current.  

• Fault direction: With radial systems and the grid as a source, 
traditional overcurrent protection responds to the fault in one di-
rection. The need for a directional feature arises in a system with 
multiple sources to maintain selectivity [91]. Fault directionality is 
typically provided by adding a potential transformer measurement to 
the relay. Voltage polarization becomes unreliable when faults are 
close to the relay. Fault currents might become too low if there is a 
high penetration of DERs. The dependability of a directional feature 
approach in the protection schemes becomes important to ensure 
reliable and safe operation.  

• Impact of inrush currents: Inrush currents are high currents drawn 
by equipment with reactance (e.g., transformers, motors, capacitors, 
and others) when subjected to a sudden change in operating state-
–commonly caused by a fault or during a black start. Recovering the 
voltage after the fault causes the current to significantly increase 

beyond pre-fault levels. The resulting high current causes magnetic 
devices such as transformers to saturate and adds a DC offset to the 
phasor measurements. For better phasor estimation, some re-
searchers introduce inbuilt DC offset [126] and filters into the cur-
rent measurements. IEEE 1547 interconnection standard requires 
DERs to restore output to 80% of pre-disturbance levels within 0.4 s. 
There is a momentary period after the fault when the inrush current 
is supplied by the grid and the DERs are ramping up their output to 
pre-fault levels. It is imperative for protection relays to detect these 
transitions and to be secure against the inrush phenomenon.  

• Mode of operation: Future distribution systems are being designed 
to be fault resilient, and they might be expected to operate in both 
grid-connected and intentional islanded modes. As a result, the dis-
tribution protection relays need to operate reliably independent of 
the respective modes of operation. Some proposed algorithms are 
designed to work with multiple modes of operation [46,127]; how-
ever, most proposed adaptive algorithms do not consider the differ-
ences in the fault current between islanded and grid-connected 
operation. Further research on this application is essential to devel-
oping more versatile protection algorithms. 

4.2. Modeling challenges with DERs 

Accurate power system models are vital for analyzing, validating, 
and improving the protection response during the disturbances. Given 
the assumptions, these models can be broadly classified into three do-
mains: the phasor domain, the QSS domain, and the electromagnetic 
transient (EMT) domain.  

• Phasor domain models assume balanced three-phase operation and 
are more common for transmission systems. Given the phasor output, 
these models are unable to consider transient (sub-cycle) events. 
Also, in the phasor domain, IBDERs are modeled as voltage sources 
behind an impedance (as generators). This can misrepresent the 
current behavior during faults and other disturbances. Finally, pha-
sor domain models have a limited ability to consider an unbalanced 
system [91] and the response of IBDERs.  

• The QSS domain modeling is more common for distribution systems 
and can model balanced and unbalanced modes of operation 
including IBDERs. The dynamic simulations available in this domain 
are very limited and might not accurately represent the dynamic 
behavior of the system. Similar to the phasor domain, transient 
conditions cannot be simulated. QSS modeling can accommodate 
simplified inverter controls and reactive power behavior to enable 
some analysis of the IBDER behavior; however, the current contri-
bution for edge cases such as ride-through depends on the terminal 
voltage, system impedance, and topology, and thus the behavior in 
actual systems could vary from modeled behavior.  

• Finally, EMT solvers can model IBDER behavior in microseconds or 
less as needed. This is ideally suited for transient analysis and the 
response of the inverters during disturbances. Given the significant 
computational burden and the need for a detailed model, however, 
the analysis could often be restricted to phenomena local to the given 
model and not be used for large-scale systems. 

As shown, the modeling domain determines the level of detail that 
can be analyzed, thereby affecting the protection studies. Conversely, to 
understand the impact of DER interconnection on a distribution system, 
accurate modeling is required; therefore, protection engineers need to 
balance the choice of modeling domain against the complexity of the 
models for the power system under study (Section 2.3). The domain- 
specific model challenges are discussed next. 

4.2.1. Phasor and QSS domain modeling challenges 
Phasor and QSS domain simulations share similar model represen-

tations of power system components. As a result, challenges associated 
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with respective domains are similar. Traditional short-circuit analysis is 
reliable when estimating the settings of conventional distribution sys-
tem protection; however, more detailed models will be needed to cap-
ture the nuances of the evolving behavior of modern distribution 
systems. In a conventional distribution system, IBDERs are modeled as a 
voltage source behind impedances using positive-, negative-, and zero- 
sequence impedance. Present-day DERs employ different technologies 
in controlling the fault response. IBDERs, in particular, limit the fault 
current injection to 1–2 times the rated current and suppress the nega-
tive sequence current injection [128,129]. Because of the 
non-standardized controls in IBDERs from different manufacturers, 
there is no generic model that can capture the behavior during faults. 
Fault response of IBDERs is evaluated experimentally in [130–132]. 
Appropriate models are required that would capture the IBDER 
behavior [128,133] in short-circuit studies. 

The highly variable nature of the inverter-based DERs causes the 
fault current contribution to vary with time. Changing conditions make 
it difficult to model and find the optimal relay settings. IEEE 1547–2018 
introduced fault ride-through requirements for DERs to ensure the sta-
bility of a grid by staying connected. One particular challenge is that 
most software packages do not contain the capability to model the ride- 
through requirements. Utilities lack reliable details of the distribution 
network, and their visibility into the network is also limited. For these 
reasons, researchers studying protection issues in the phasor and QSS 
domains need to represent the network as accurately as possible to 
obtain reliable results. 

4.2.2. EMT modeling challenges 
Traditional protection studies do not consider transient system 

behavior and find classic phasor and QSS domain models sufficient for 
their needs; however, factors such as penetration level and distribution 
of DERs in the system, grounding, controls/ride-through periods of 
DERs, and current transducer saturation affect the fault current seen by 
the protection relays. These representations need to be considered and 
sometimes might necessitate the use of EMT domain models to analyze 
the system before simplifying to a phasor/QSS domain. 

Ungrounded DERs do not have a noticeable impact on the original 
grounding of the respective distribution system [134]. However, the 
low-resistance grounding or solidly gro-unded DERs have an impact on 
the original grounding method of a distribution network. DER 
grounding can also affect the nature of the zero-sequence fault current 
and the neutral voltage, thereby affecting system protection. This makes 
the choice of DER grounding an important factor, especially for high 
penetration levels. Also, undervoltage can cause disconnection of the 
DERs (as per IEEE 1547–2018). Consequently, large-scale disconnection 
of DERs resulting from undervoltage—such as that caused by cloud 
cover—could, in turn, affect a system’s stability and security. In [135], 
the authors evaluate the resilience of Portugal’s distribution system 
using power quality monitoring data for the countrywide geographic 
occurrence of voltage dips at the distribution system originating from 
the fault at the transmission system. 

Current transducer saturation can affect the fault current seen by the 
protection relays. As a result, [136] models current transducer satura-
tion from actual installations to estimate the performance of protective 
relays and discusses ways to improve coordination. In, [137] the authors 
present an analytic approach to identify the impact of FACTS devices 
and DERs on distance relay tripping characteristics. EMT studies indi-
cate that DERs could adversely affect the voltage characteristic and 
compromise the accuracy of voltage sag-based fault location methods 
[138]. Further, inverter voltage and current control modes have a direct 
impact on the fault current and duration [139]. As a result, it should be 
possible to use the controller response for coordinated (or localized) 
detection of faults in the system. 

Such modeling efforts are important to understand the impact of DER 
penetration on the operation and design choices of the system. This, in 
turn, will provide a ground-up approach to improve the reliability of the 

system. 

4.2.3. High-fidelity models for EMT-based fault analysis 
Transient- (EMT-) based fault analysis requires an accurate repre-

sentation of the network components—such as lines, transformers, DER 
response, transients, and others—for a wide frequency range (>10 kHz). 
The transient signatures are processed to distill the main operating pa-
rameters for classifying disturbances and/or isolating faults. Wideband 
modeling of transformers helps to detect the internal transients, which 
are otherwise undetected in traditional protection. In the case of lines, 
frequency-dependent wideband models are used to study the high- 
frequency transients (including traveling waves) during disturbances 
such as a fault or component switching. The shorter line lengths in the 
distribution system can make it challenging to study very high- 
frequency components (usually >20 kHz); in some cases, smaller time 
steps (<50 μs) will be needed to accurately analyze them. This further 
compounds the computational complexity of EMT models, and it re-
quires theoretical and experimental validation of higher frequency 
domain models. 

Although EMT and high-fidelity models are complex, careful evalu-
ation can help cosimulate parts of the network models in different do-
mains together. This will allow selecting the best protection schemes for 
a given section while simplifying the complexity when possible. As 
discussed in Section 2.3, sections of the network with high penetrations 
of IBDERs require high-fidelity models to understand the interconnec-
tion standard effects on protection. It reiterates the need for cosimula-
tion between models in different domains without increasing the 
computational complexity. Given the state of the art, significant 
research is needed to develop reproducible models that can help users 
make these distinctions and develop scalable models. Additional chal-
lenges include proper modeling of the IBDER control modes (often 
proprietary), their fault response characterization, and the lack of a 
reliable network model. 

Table 1 summarizes the different challenges relevant to protection 
and modeling for the respective broad algorithms used for distribution 
protection. 

4.3. Future research recommendations 

Section 3 presented the operating principles for the most prevalent 
distribution system protection approaches including modern trends and 
research gaps. In Section 3.8, we summarized the dependencies of the 
different protection algorithms on system characteristics. Building upon 
this, and the discussions in Section 4, here we present some recom-
mendations for future research in power system protection. 

Essentially, current-based schemes need careful consideration of 
power system models, DER controls, and timescale of operation. While 
voltage is also impacted by the above factors, the changes in current are 
more severe - and may be further impacted by the measurement accu-
racy, especially at low values (≤ 10% rated current). A lot of research is 
needed in developing the DER models grid-interconnection standard 
compliant (e.g. IEEE 1547–2018) ride-through behavior. While EMT 
models can be more accurate, they need more development and 
computational resources. Therefore, research in developing high-fidelity 
QSTS models of DERs, and, integrating them with existing distribution 
system models for comparative analysis of change in protection is 
essential. Researchers should also consider the benefits and drawbacks 
of the timescale of operation for their algorithm of choice and determine 
the modeling framework/timescale. It will be worthwhile to consider 
the limitations if the users can not use the recommended modeling 
approach. Finally, for communication-dependent approaches like 
adaptive overcurrent, differential, PMU-based, and others, the impact of 
setting updates on the protection relays and primary relay failure con-
ditions needs to be carefully considered. Finally, with DERs providing 
unbalance compensation, the impact on existing supervisory and pro-
tection elements needs to be carefully analyzed, and, addressed. 
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5. Conclusions 

This paper reviews the evolving challenges in improving the reli-
ability of distribution system operations and the requirements for a 
reliable protection scheme to ensure the robust and resilient operation of 
power systems. The literature survey presented in this paper shows that 
the challenges and opportunities for protection stem from many 
different areas, including new DER interconnection standards, changing 
system operation, and the ability to operate systems as reconfigurable 
networks with intentional islanding capabilities. This paper also quan-
tified the differences in protection approaches (presented in Fig. 11 and 
Table 1). The quantification presented in this work can be used to un-
derstand the modeling requirements and trade-offs for different pro-
tection approaches. Overcurrent protection, which is the most popular 
method for the protection of distribution systems, needs further research 
to transform the static overcurrent setting into adaptive settings. The 
challenges with relay coordination in adaptive settings and approaches 
to address those challenges were also discussed. Similarly, other well- 
established schemes–such as impedance-based and differential pro-
tection–also require further improvements. The trend in the increasing 
focus on using voltage-based schemes as the primary mode of protection 
was observed in the survey; however, voltage-based protection schemes 
need more development and should show reliable operations targeting 
faster protection. PMU data and ML-based approaches in general are 
also being recommended in the literature for both primary and com-
plementary modes of protection. Research on the use of transient sig-
natures for fault detection is promising, but more reliable, secure, and 
selective supervisory elements need to be developed to be used as pri-
mary protection. These challenges also highlight the need for accurate 
modeling of power systems, with a direct focus on protection applica-
tions such as fault current and apparent impedance estimation. Finally, 
researchers are also working on identifying the best interconnection 

practices and locations that would minimize the challenges for coherent 
operation between protection relays and distribution systems. Further 
research is needed to help the utilities quantify the response of different 
protection approaches - and ensure reliable protection response for their 
systems. 
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