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Industry Cybersecurlty Challenges




Blind spots and challenges
for electric utilities

Lack of visibility into Lack of investment Lack of security Pace of ACCGSSib“itV. of
operating assets in workforce alignment between advancements in threat and risk
development OT and IT technology and information
threats
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Module-OT

Cyber intrusions to industrial control systems (ICS) and distributed energy resource (DER) systems,
particularly at scale, could have significant effects on grid performance and reliability.

Modular security for operational technology
Plug-and-play solution for defense against
vulnerabilities that exist in highly
interconnected electric power systems
Developed to secure critical infrastructure
communications

Designed to protect legacy protocols and aging
devices against common cyberattacks while
creating minimal obstruction to normal
operations

Cost-effective, bump-in-the-wire technology
for communication security across wide-area
network

Provides data integrity, confidentiality,
authorization, and authentication

Tested in a high-fidelity, utility-grade
environment with 500-KW photovoltaic +
storage site

Offers system owners, electric utilities, and
aggregators a better option to secure the
critical energy infrastructure with minimal
changes

For more information on how Module-OT can
work for you, please visit:
https://www.nrel.gov/security-
resilience/module-ot.html.
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Named Data Networking
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Named data networking (NDN)
is a new internet architecture
that enables secure end-to-end

communications without
depending on the security or
topology of underlying channels.

Instead of defending only data channels, named data networking directly secures data by uniquely naming
the data packets and by securely binding those names to the data packets using cryptographic signatures.

Source: https://operantnetworks.com/



https://operantnetworks.com/

BLOSEM

Secure communications
for accessing and
balancing demand
response

Secure market
operations at the
distribution level

Authenticating
operating parameters
of generation assets

Secure registration
and authentication
of DERs

End-to-end, standardized evaluation through a federated laboratory testing environment

The BLOSEM project team will refine and prioritize use case implementations to

address industry adoption risk

The U.S. energy sector needs an integrated strategy
to evaluate, assess, and mature blockchain-based
technologies for cybersecurity.

Blockchain for Optimized Security
and Energy Management (BLOSEM)
Explores the potential for blockchain
to be an enabler of new market
structures, expanding the value of
ICS and DER systems with enhanced
security

Ensures domain expertise and
informs blockchain technology
solutions for the energy sector
Accelerates the pipeline of validated
cyber-physical security concepts
from the laboratory to the utility
sector, de-risking and reducing costs
through standardized metrics and
testing

Multi-laboratory project developed
through the Grid Modernization
Laboratory Consortium that fills a
need for blockchain technology
assessments for the energy sector.



Cybersecurity Certification Standard

The requirements will provide a single
unified approach for testing and
certification of DERs in advance of
deployment.

The certification will be applicable to
generation and energy storage
technologies.

UL and NREL are actively developing the
outline of investigation.

We will welcome participation from
industry.

A national or international cybersecurity
certification standard can aid industry
stakeholders to evaluate and validate the

cybersecurity posture of their DER or IBR
devices before they are connected to the
electric grid.

https://www.nrel.gov/security-resilience/cybersecurity-standards.html

PRESS RELEASE

UL and NREL Announce Cybersecurity Testing
Recommendations for Distributed Energy Resources
and Inverter Based Resources

NORTHBROOK, Illinois - M

with the U.5. Department of

Certification Recommel
includes recommendatians

maintain a strong cybersecurity posty

With support from DOE's Solar Energy Technologies Office, UL will contin

requirements to support cybersecurity certifi



https://www.nrel.gov/security-resilience/cybersecurity-standards.html

Think Before You Connect

Implement security by design and
practice basic cyber hygiene.

*  Change default passwords.

Incorporate security at the design level.

. Use two-factor authentication.

. Install updates, e.g., authentication,
TLS 1.2 or higher

*  Consider security of underlying
infrastructure during patch
management or remote connection.

Build on proven security measures.

Prioritize security measures according
. Monitor both consumer devices and to potential impact.

vendor-managed devices.

. If possible, add code-signing and roll-
back firmware.

Promote transparency across the grid.

*  Use vendors with cyber hygiene.

0 DO NOT connect printers or other
similar devices to the operations
network.

Connect carefully and deliberately.

Source: “Strategic Principles for Securing the Internet of Things,”
U.S. Department of Homeland Security (2016)


https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Internet_of_Things-2016-1115-FINAL_v2-dg11.pdf

Road Map of Next Steps

Establishing the principle of “security by
design” for new industrial control systems

Better coordination between government
agencies and industry stakeholders to
enhance ICS security

Acceleration of public awareness, education,
and training for stakeholders about risks
associated with ICS

Identification of risks and addition of
incentives-based programs to incorporate ICS
security

Development of a cybersecurity certification
to ensure security by design for new ICS.
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