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Future Grid Challenges

Features of future grid

Distributed (Authority) >
Interconnected (Communications) >
Hierarchal and Coordinated (Design & Operation) >

Autonomy (Control and Operation) >

Cyber-Resilience challenges
Distributed attack surface
Multiple attack entry points
Cascading impacts and failures

Autonomous Decision Making
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Challenges of Cyber-Resilience

The ability of the system to prepare, anticipate, defend, withstand,
recover, and adapt from an adverse cyber event on the system.

Adapt Prepare

e Cybersecurity can be a subset of Cyber-
Resilience

* Cyber Resilience is a dynamic and
perpetual process

* Cyber-Resilience needs novel solutions at \
every layer of the system

Withstand Defend

Recover Cyber-Resilience Anticipate



Cyber Resilient Design




Emerging Features of future grid
Highly Distributed
Hierarchal and Coordinated Design and Operation

Cyber-Resilient Design

Challenge: ¥

Emerging Cyber-Resilience challenges
Distributed attack surface

How to prepare, defend, and adapt the system
against cyber-attack in an environment with a
highly distributed and dynamic attack surface?

Approach:
e Cyber-Resilience by Design Ay =17 d_a 4 a
P . fl B @ & a 3 5 &
— Quantifying the impact of the network ﬁ ﬁ ﬁ
design and topology on the cyber-resilient =2 alk B L B
operation of the system %1 : n

— Algorithms and methods to search for .

network design and topology for enhancing
cyber-resilient operation




Cyber Resilient Design:

Philosophy to Metrics

e Cyber Resilience by design implementation framework:
— From philosophy to quantifiable metrics

. — Design aspects: . .
Design principles: T Structurcl Design metrics:
Design philosophies 1. Focus on common critical 2. Strategic 1. # Of common
1. Security ) aRss;ets ttack surf 3. Diversity in Devices critical assets
2. Resilience W 1 3' Ae uce attack su _acz V1 4. Diversity in ownership 2. % of exposed
engineering W_2 ’ res::;::;ompromlse V_2 5. Observability and attack surface
3. Survivability and - 4. Expect adversaries to evolve 3 controllability 3. #of vendors
Ivabilit w_3 ' p V_3 || 6. Layering and partitionin .
eve Y 5. Limiting the need for trust yering anc p 6 4. Algebraic
4. Equity and equality 6l Di -g 7. Security through openness, tivi
5. Risk Management 7' C:netr:iI:\vand exclude and not obfuscation s ﬁ:’nni‘\:fls\gw
6. Cost optimization ' behavi 8. Vulnerability . 'n-. -
and economic Wk ||g Se awoist' isolati vV n 9. Security mechanism 6. Confidentiality
philosophy - 9' Aegthmer,‘t atlon or 'S: ation - 10. Stakeholder’s priority 7. Integrity
7. Socio-economic net- 1'0 | u‘dontv 0 operate bili 11. Redundancy and margin 8. Availability
zero emission 11‘ :mhen 'res!.)onseé:apa ility 12. Deployment of control 9,
. Authentication an algorithm
authorization 13, .
j \\ \\ \\
not mutually exclusive, translate the broad design choices, metric to
and multiple design goals into specific irrespective of the quantify a

philosophies can coexist principles design philosophy design aspect



Adaptive Resilience

Metrics

Challenge:

— How to prioritize resilience metric given
the dynamic state of the system?

— Static metrics trigger sub-optimal defense
strategies

Approach:

— Learn Adaptive Resilience Metrics
(Reward) using Adversarial IRL based on
States and Actions on CPS

— These Adaptive Resilience Metrics can be
used to improve upon current optimal
response policies

Environment Model
(OpenDSS and SimpyCyber)
MDP without R

!

Prior Resilience
Metric (Only for
Bayesian IRL)

b

Learning Adaptive
Resilience Metric / Reward
Function Inverse RL

A———  OpenDSS and
SimPyCyber
RL Env Engine

Learn Optimal Policy

Forward RL R
Optimization

Solver/ Routing
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Expert Trajectories
Sequence of <s, a>

—

Average Episode Length
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Type of Agent

Single line outages from
a set of 7 transmission
lines and 14 critical

’ Random Expert PPO  AIRL 5K AIRL 10K AIRL 15K AIRL 20K loads in the IEEE 123

distribution feeder.




Cyber Resilient Controls

Major Accomplishments



Emerging Features of Future Grid

Cybe - ReSl | |e nt CO nt rOIS Hierarchal and coordinated design and operation

Challenge:
* How does an attack at the cyber layer Emerging Cyber-Resilience Challenges
translate into a cascading impact on Cascading impacts and failures
the physical layer?
 How to inject cyber security and
resilience into the control layer of the - (N o .
Syste m ? s 5 cﬁm - WANISG < Inter-Aréa Control
B o
Approach: i e L
* |dentify and analyze control it e B e e S
architecture cyber vulnerabilities LT R TR e o Semmm
* Secure communication for power grid ) é gL_;'im éa l: ééﬂ i}: J: g_H flg i';w Q.a éﬂ i MR
control = Tl

e Cyber attack detection and mitigation
at control layer



Cyber Attacks:

Cyber layer to Physical layer

* 3 Key of AES and AUMC Control
Algorithms selected e [ commumyes
— Centralized vs Distributed @ T iy
— Time scales (ms, s, mins, hours)

— Level of control (Grid, BTM)

*  Vulnerability analysis for each of the i
control algorithms -
— Cyber attack to physical impact

* Identification of high impact attack
scenarios for each of the control

Community
~ Aggregator

Smart +
Meter?‘.

algorithms



Zero Knowledge Proof for

Secure Communication

Proof of computational integrity for the
grid control approaches leveraging zero-
knowledge proofs

— Zero knowledge - Succinct
Transparent Arguments of Knowledge
(zk-STARK)

— Computational Integrity instead of
data integrity

— Transparency: Trust towards none,
integrity for all

— Scalable and efficient
— Post-quantum secure (Plausibly!)

Failure to provide successful proof is easy
attack detection

Control
Algorithm
Computation

Computational
Integrity
Statement
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Algebraic

Intermediate
Representation

Low Degree Polynomial
over Finite Field

Scalable
Transparent
Argument for
Knowledge

Low Degree Testing
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