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Abstract—Design of a reliable and secure protection system for
a 100% renewable microgrid with only inverter-based resources
(IBRs) is quite challenging. Most existing protection schemes
reflecting the current state of the art are suitable for microgrids
with mixed types of distributed energy resources (DERs), in-
cluding both rotating machine-based DERs as well as IBR-based
DERs, where the fault current level is moderately high. Due to the
drastic reduction in the fault current level of IBRs, the existing
protection schemes face critical challenges in a 100% renewable
microgrid. To address these fundamental challenges, this article
proposes a zone-based hierarchical protection scheme that par-
titions a microgrid into various zones of protection and assigns
speed-based hierarchical protection schemes. The performance of
the proposed scheme is evaluated using a time-domain simulation
study on a microgrid test system. The results corroborate that
the proposed hierarchical zone-based protection scheme exhibits
good reliability, security, and dependability when tested with
various fault cases (fault types, locations, and impedances) and
non-fault cases during both grid-tied and islanded mode.

I. INTRODUCTION

Ensuring the protection of microgrids is the most critical
challenge to be resolved to ensure their reliable and safe
operation [1]. The protection of microgrids has been a complex
and pivotal issue for researchers both in industry and academia
due to their unique and dynamic characteristics compared with
distribution systems. Several proposals have been made to
provide an appropriate strategy that is capable of protecting
microgrid in both modes. A communication-assisted differen-
tial protection scheme is proposed in [2]. Although it has a
high dependability, this scheme faces serious security issues
caused by un-synchronized data gathering due to commu-
nication delays and package drop issues to the transmitted
signals. Adaptive settings for directional overcurrent relays
(DOCRs) based on the mode of operation have been proposed
[3], [4]. Practical challenges related to these schemes are well
studied in [5], [6], which proposes a microprocessor-based,
adaptive DOCR coordinated protection strategy and a positive-
negative sequence superimposed current-based overcurrent re-
laying technique. The main drawback is the sensitivity issues
introduced by the large reduction in the fault current levels
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and the failure of the directional elements due to the unconven-
tional nature and power factor of the fault current contribution
from inverter-based resources (IBRs) [7]. An admittance relay-
based protection strategy is proposed in [8]. The ambiguity
in the operation of the IBRs during an unbalanced fault
can adversely affect the admittance/impedance calculation and
could be proven ineffective for short lines where it is diffi-
cult to discriminate between in-zone and out-of zone faults.
A hybrid tripping characteristics-based communication-less
DOCR protection scheme is proposed in [9]–[11]. Although
these schemes reduce the cost of the protection system, the
implementation and the design of the relay coordination with
these unconventional relay characteristics are challenging [3].

Most research efforts, however, focus on microgrids with
mixed-type distributed energy resources (DERs), including ro-
tating machine-based DERs, such as diesel generation sets; gas
turbine resources; and IBR-based DERs, such as photovoltaic
(PV)-based grid-following (GFL) IBRs, and battery energy
storage system (BESS)-based grid-forming (GFM) IBRs. In
the emerging 100% renewable microgrids, the main challenge,
especially during islanded mode, is the low fault current
contributions by the IBRs, which are restricted by the current
ratings of the switches and the fault-limiter settings of the
IBRs. The drastic reduction in the fault current level could
result in either a complete failure to pick up or a delayed
tripping by conventional protection systems. Moreover, 100%
renewable microgrids might have varying operating levels of
IBR-based DERs due to variability of the renewable resources.
This has a direct influence on the level of the low fault
current and eventually impacts on the conventional threshold-
based protection system and relay coordination. Therefore, the
development of a protection system that will suffice for both
operating modes and varying IBR operations is a challenging
task and remains an open research topic. This article pro-
poses a secure and reliable zone-based hierarchical protection
scheme, which can be used as design and implementation
guidelines for the 100% renewable microgrids. The main
contributions of the article are:
• This paper introduces a design methodology to partition the
microgrid into multiple zones based on the elements of the
circuit (lines, buses etc.) regardless of the topology.
• Based on the distinct features of different protection zones,
unique protection schemes are employed for each zone for the
best reliability, selectively and sensitivity.
• A hierarchical structure is designed for the protection system
that enables the relay coordination by assigning different
speeds of the protection systems to different zones.
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Fig. 1. Microgrid network and the protection system under study.

The simulation results corroborate that the proposed hierar-
chical zone-based protection scheme exhibits good reliability,
security, and dependability for a 100% renewable microgrid
during both grid-tied and islanded mode.

II. PROPOSED ZONE-BASED HIERARCHICAL PROTECTION

An example microgrid is selected based on Feeder 2 of the
Banshee distribution benchmark system [12]. The original
distribution network has 1 BESS (BESS-1) of 2.5-MVA rating
and 1 PV IBR (PV-1) of 2-MW rating, connected to Bus-
1 and Bus-8, respectively, as shown in Fig. 1. To convert
the network into a 100% renewable microgrid, BESS-2 of 1-
MVA rating at Bus-9, PV-2 of 0.5-MW at Bus-6, and PV-3
of 1-MW at Bus-7 are added. The BESS are operating with
GFM control (power tracking for grid-connected mode and
VF power sharing control for islanded mode). The PV units
are operating in GFL control while following three modes: i)
fixed power factor, ii) P-Q dispatch, and iii) volt-volt ampere
reactive control. Both the BESS and the PV IBR responses
to abnormal voltages and the voltage ride-through capabilities
comply with IEEE 1547-2018 Category III [13]. More details
about the ratings of various buses, loads, and the transformers
can be found in [12]. The proposed hierarchical zone-based
protection scheme, as shown in Fig. 1, is described next.

A. Protection System for Zone-1
Zone-1, as shown in Fig. 1, includes all the feeder line zones,
where the ZoP is the line connecting two feeder buses, e.g.,
the line between the feeder bus and Bus-1, the feeder bus
and Bus-2, etc. The line differential protection schemes are
used to protect the ZoPs, as shown in Fig. 2. Two relays,
87L, are connected across the line between Bus-m and Bus-n.
The equivalent electrical circuit and the current flow during
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Fig. 2. Line differential-based protection scheme for Zone-1 of the microgrid.

the faults are shown at the bottom of Fig. 2. In the non-
fault and fault F2 and F3, im(k) − in(k) = 0, and during
only fault F1, im(k) − in(k) = if(k) > 0, where, im(k),
in(k), and if(k) are the kth sample of the current measured
by relays at Bus-m and Bus-n and the fault current, respec-
tively. The algorithm flowchart of the protection scheme is
shown at the right side of Fig. 2. In a real-world scenario,
for faults outside the ZoP, im(k) − in(k) will be nonzero
but small due to different CT characteristics, CT saturation
levels, delays in the communication channel, etc. [14]. ITh

is judiciously designed for satisfactory reliability as follows:
ITh = α×

√
2Irated sin[2π(n+D)/N ]. α is the CT saturation

factor, which can be found in the CT specification according
to IEEE C37.110-2007 [15], Irated is the rated line current
of the ZoP, N is the number of samples in each cycle, and
n signifies the nth sample index. D is the sample delay
in communication. To avoid nuisance tripping, a condition
hold (Counter=M ) is applied to negate the false fault-like
situations. In this study, α, N , D, and M are selected as 2,
100, 2, and 200, respectively.

B. Protection System for Zone-2 and Zone-3
Zone-2 is the main feeder line of the microgrid, as shown in
Fig. 1. Zone-3, also called a load-generation zone, includes
the areas upstream of the load/generation point of connection
and downstream of the nearest feeder bus, as shown by the
yellow in Fig. 1. The protection schemes are as follows:
• Zone-2 : If the microgrid is in grid-tied mode and F1
of Fig. 1 is upstream of RPCC, the fault current sensed
by RPCC is supplied by all downstream IBRs. If F1 is
downstream of RPCC, then the fault current sensed by RPCC
is supplied by the distribution grid. But if the microgrid is in
islanded mode and F1 is upstream of RPCC, the fault current
sensed by RPCC is supplied by all downstream IBRs, and
if F1 is downstream of RPCC, the fault current sensed by
RPCC is zero. As a result, an adaptive directional voltage-
restrained overcurrent (VR-OC) protection is suitable here.
• Zone-3 : Irrespective of the operational mode of the mi-
crogrid, relays in Zone-3 will only operate if the faults are
downstream of the relays. For example, if F4 is downstream
of R205, the fault current sensed by R205 is supplied by all
upstream IBRs, and the grid (depending on the mode) and the
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relay should trip. If F4 is upstream of R205, it should not trip
because it is situated in either of the other zones. Therefore,
a directional VR-OC protection is most suitable here.

For both schemes, the directional element is the key ele-
ment that is common. In this work, we use voltage-polarized
directional elements [16], as shown in the leftmost figure of
Fig. 3(a). Based on the positive/negative value of the computed
hypothetical torque, Tdir := |V̄pol||Īop| cos(∠V̄pol − ∠Īpol),
an upstream/downstream fault with respect to a relay can be
detected. In this work, we use a combination of negative-
sequence (67NEG), positive-sequence (67POS), and phase
(67PH) directional elements. VR-OC is the second element
in this protection scheme. VR-OC decides the setting of the
pickup current, Ip, for the overcurrent relay based on the
measured voltage, Vmeas, by the relay. Ip of the VR-OC relay
is a function of the fault voltage, as shown in Fig. 3(a).
The definite-time overcurrent characteristic, with top = 5
cycles, is desirable for Zone-3 protection due to the low
amount of fault current, especially during islanded mode. In
this work, for Zone-2, we use an adaptive selection between a
very-inverse-time overcurrent relay characteristic during grid-
tied conditions with a downstream fault and a VR-OC relay
characteristic for all other situations [15]. The relay logic for
Zone-2 and Zone-3 are shown on the left and right sides of
Fig. 3(b), respectively. The setting parameters are required to
be judiciously designed for satisfactory reliability, and in this
study, IBlock, VTh are selected as 4 times and 25% of the rated

line current and voltage, respectively. Standard parameters of
very-inverse overcurrent characteristics with Ip computed by
short-circuit-ratio value are used.

C. Protection System for Zone-4
Zone-4, as shown in Fig. 1, includes all the feeder buses, where
the ZoP is the corresponding buses. A modified restrained
differential scheme is used to protect the ZoP (i.e., Bus-j of
Fig. 4) by detecting inside the ZoP faults (e.g., Fi of Fig. 4)
and outside the ZoP faults (e.g., F0, F1, F2,.., FB of Fig. 4),
sensed and tripped by all the relays (e.g., relay Rj0, Rj1, Rj2,..,
and RjB of Fig. 4) [17]. The equivalent electrical circuit and
the current flow during faults are shown at the bottom left of
Fig. 4. Nodal current at Bus-j during all external faults as well
as the normal no-fault situation would be zero and non-zero
during inside fault, according to Kirchhoff’s current law. Based
on this, the operating current, Iop := RMS(

∑B
n=0 Ījn), and

the restraining current, Ires :=
∑B

n=0 RMS(Ījn), are defined
as follows: where Ījn is the phasor current measured by relay
Rjn. The quantity (Iop, Ires) will lie in the restraining zone
(green area of the bottom middle figure of Fig. 4) in case of
F0, F1, F2,.., FB. Whereas the quantity (Iop, Ires) will lie in
the fault zone (red area of the bottom middle figure of Fig. 4)
in case of only Fi. In this work, the slope of conventional
differential restrain relay characteristics is considered to be
zero. The line separating these zones, ITh, is judiciously
designed in this study based on practical non-idealities, such as
CT saturation and communication delays, and it is expressed
as: ITh := α ×max(Ir

j0, I
r
j1, . . . , I

r
jB). α is the CT saturation

factor, which can be found in the CT specification according
to IEEE C37.110-2007 [15]; and Ir

jn is the rated nodal current
measured by the nth relay. The algorithm flowchart of the
protection scheme is shown on the right side of Fig. 4. To avoid
nuisance tripping, a condition hold (Counter=M ) is applied
to negate the false fault-like situations. In this study, α and M
are selected as 2 and 200, respectively.

VR-OC tripping characteristics is employed to the relays
situated in Zone-1 and Zone-4 for backup protection system
with proper relay coordination.

III. TIME-DOMAIN SIMULATION AND RESULTS

A MATLAB/Simulink-based time-domain simulation with a
simulation time step of Ts = 50µs of the microgrid shown in



TABLE I
Performance of the Proposed Zone-Based Hierarchical Protection Scheme

Mode Rel. Dep. Sec.
Grid-tied 98.26 98.12 98.27
Islanded 97.77 97.63 97.78
Overall 98.00 97.89 98.02

Mode
Speed[s]

max. min.
Grid-tied 0.033 0.27
Islanded 0.033 0.32

Rel. : Reliability[%], Dep. : Dependability[%], Sec. : Security[%]

Zone-1 Fault Result

Fault inception at t=1.5 s Trip at 

t=1.533 s

Fault inception at t=1.5 s Trip at 

t=1.533 s

Fault inception at t=1.5 s Trip at 

t=1.533 s

Fig. 5. Results during a fault, ABCg, with fault resistance of Rf = 0.5Ω at
location F9 while the microgrid is operating in islanded mode.

Fig. 1 with the proposed protection scheme is conducted. In
total, 1620 cases are simulated with 1150 fault cases covering
various fault types, locations, and impedances and 470 fault-
like cases, such as large load/capacitor bank switching, solar
irradiance drop/rise, and induction motor inrush. A birds-
eye view of the performance of the proposed protection
scheme is shown in Table I. The proposed protection system
exhibits good performance on the basis of high reliability,
dependability, and security (> 97%). Moreover, due to the
zone-based hierarchical protection scheme, the speed of the
protection system also lies between 2 cycles (0.033s) and ≈ 20
cycles (0.32s). Table II shows a few results of the proposed
scheme during few selected fault cases. It is observed that the
proposed protection scheme can correctly enable the relays to
trip the faulty circuit to localize and isolate the fault. Note that
the IBR’s own IEEE 1547-2018 Category III-compliant fault
ride-through capability is also part of the results for completely
isolating the fault from the healthy portion of the circuit. For
example, in fault cases such as F4,F7,F10,F13, along with
the relays of the network, breakers related to various IBRs are
also operating to isolate the corresponding faults.

Fig. 5 shows the results of the performance of the protection
system during a three-phase-to-ground fault (ABCg) with fault
resistance of Rf = 0.5Ω at location F9 while the microgrid
is operating in islanded mode. The fault occurred at t = 1.5s
, and the figure shows that the I202

diff,A, I202
dif,B, and I202

diff,C, as
defined in Fig. 2, jumped from their pre-fault values, which
are very low and less than the ITh, to a high value and crossed
the thresholds. As a result, after the waiting period of 2 cycles
(M = 200 of Fig. 5), the relays, R202 and R202d, generate
the corresponding trip signals at t = 1.533 s.

Fig. 6 shows the results of the performance of the protection

Zone-4 Fault Result

,

,

Fault inception at t=1.5 s

Trip at 

t=1.533 s

, ,

in Non-fault zone

in Non-fault zone

in fault zone

Fig. 6. Results during a fault, Bg, with fault resistance of Rf = 10Ω at
location F2 while the microgrid is operating in grid-tied mode.
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Zone-3 Fault Result

Fault inception at t=1.5 s
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Fig. 7. Results during a fault, (a) CA, with fault resistance of Rf = 0.01Ω at
location F1, downstream during grid-tied mode and upstream during islanded
mode, and (b) ABCg, with fault resistance of Rf = 3Ω at location F7.

system during a single-line-to-ground fault (Bg) with fault
resistance of Rf = 10Ω at location F2 while the microgrid
is operating in grid-tied mode. The fault occurred at t = 1.5s,
and the figure shows that the Iop and Ires, calculated in phase-
b, lie in the non-fault zone and the fault zone of Fig. 4 before
and after the fault inception, respectively. Whereas Iop and
Ires, calculated in phase-a, always lie in the non-fault zone
of Fig. 4. As a result, after the waiting period of 2 cycles
(M = 200 of Fig. 6), the relays, RPCC, R201, and R202,
generate the corresponding trip signals at t = 1.533s.

Fig. 7(a) shows the results of the performance of the
protection system during a line-to-line fault (CA), which
occurred at t = 1.5 s, with fault resistance of Rf = 0.01Ω
at location F1, downstream of RPCC in grid-tied mode and
upstream of RPCC in islanded mode. During the grid-tied
condition, the relay, RPCC, detects the downstream fault,
and the relay adapts the very-inverse tripping overcurrent
characteristics and trips at t = 1.6 s. Whereas during islanded



TABLE II
Operating time of the relays for the selected faults on the test system of Fig. 1 for both grid-tied (G) and islanded (I) mode.

Type
F1(G)
(ag)

0.01Ω

F2(I)
(abcg)
25Ω

F3(G)
(bg)
15Ω

F4(I)
(cg)
1Ω

F5(G)
(bg)
2Ω

F6(I)
(abc)
20Ω

F7(G)
(ag)

0.05Ω

F8(I)
(bg)
10Ω

F9(G)
(cg)
30Ω

F10(I)
(acg)
0.01Ω

F11(G)
(bc)
5Ω

F12(I)
(ag)
8Ω

F13(G)
(bg)
3Ω

F14(I)
(bcg)
2.5Ω

F15(G)
(ac)
10Ω

F16(I)
(bg)
25Ω

F17(G)
(ag)
5Ω

Relay
RPCC,
PCC

−switch

RPCC,
R201,
R202

R201,
R201d

R205,
BESS1
−switch

R206
R207,
R207d

R208,
PV2

−switch

R204,
R204d

R202,
R202d

R211,
PV1

−switch

R209,
R209d

R210,
R210d

R219,
BESS2
−switch

R212

R201d,
R205,
R206,
R207

R207d,
R208,
R204

R202d,
R209,
R210,
R211

Time[s] 0.17 0.033 0.033 0.21 0.09 0.033 0.19 0.033 0.033 0.18 0.033 0.033 0.17 0.11 0.033 0.033 0.033

Zone-3 PV-drop Result

No TripSolar Irradiance 

drop at t=1.5 s

Solar Irradiance 

drop at t=1.5 s

No Trip

Fig. 8. Results during fault-like cases, such as a drop in solar irradiance in
all the PV IBRs from rated to 10% seen by R208, in islanded mode.

mode, RPCC detects the upstream fault, and the relay adapts
the VR-OC characteristics and trips at t = 1.73 s. Fig. 7(b)
shows the results of the performance of the protection system
during a three-phase-to-ground fault (ABCg), which occurred
at t = 1.5 s, with fault resistance of Rf = 3Ω at location
F7, while the microgrid is operating in islanded mode. Relay
R208 operates with the VR-OC characteristics by measuring
the low voltage across the relay and determines the ITh based
on Fig. 3(a). As a result, the relay trips at t = 1.6 s.

Fig. 8 shows the performance of the protection scheme
during the drop in solar irradiance in all the PV IBRs from
rated to 10% for the islanded microgrid. Zone-1 and Zone-4
protection do not operate because the relays will operate only
when there is a fault inside the ZoP. The results show the
performance of the sensitivity of the Zone-3 protection scheme
with R208. It is observed that the current measurements are
much larger than the rated current; however, because the
voltage magnitudes are close to rated, the threshold current
value becomes IBlock, as shown in Fig. 3(a). As a result, the
VR-OC does not satisfy the current threshold logic, which
leads to no tripping by R208.

IV. CONCLUSION

This paper proposes a new protection scheme to address
the challenges of the state-of-the-art. A microgrid under study
is partitioned into various ZoPs and then assigned speed-
based hierarchical protection schemes that includes differential
current-based line protection, restraining phenomenon-based
bus protection, and VROC-based feeder protection. Based on
the results showing the performance using a time-domain sim-
ulation study, it can be concluded that the proposed protection
scheme exhibits good reliability, security, and dependability
when it is employed in such a 100% renewable microgrid. Im-
proving the operating time of the protection schemes, however,

especially for Zone-3, is considered for future work to further
enhance the proposed protection scheme. The guidelines of
designing protection system presented in this paper can be
applied for all the 100% renewable microgrids.
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