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Control Room Decision Making 
Problem Statement

High DER penetrations and 
their operational impacts 

on the electric grid
during the clean energy 

transition

Challenge

Lack of decision-making tools 
(too many displays & manual 

process)

Gap

Image by DALL-E

Digital Twin + AI
=

Network Operator Virtual
Assistant

Recommendation



Digital Twin in the Power Grid

Source: Besiki Kazaishvili, NREL …

Digital Twin: Decision-making support?

Simulation Real-Time Operation
Remotely

Process Improvement in System of
Systems (EMS-ADMS-DERMS-BTM)

Predictive Insight of Asset 
Maintenance

Proof-of-concept or What-if

Digital Twin is a digital representation of the 
power network model and real-time 
measurement able to simulate scenarios.
ADMS: Advanced Distribution Management System 
BTM: Behind-The-Meter
DERMS: Distributed Energy Resource Management System



Power Grid Trends: Distributed, IBR & Weather

Uni-directional Law of Physics Load following

Bi-directional Programmable Less-predictable Load



Decision making: Reliable Anytime 24 X 7 X 365

Source: Christopher Schwing, NREL

Operator must reliably balance generation & load (tug-of-war) via power line near 60Hz



Control Room Decision-Making Flow
Data • Measurement

• Streaming/Image

Context • What it means (High or Low)
• Outside boundary?

Expected Operation • Information (normal or abnormal)
• Why is it happening?

Contingency Analysis • What will happen if abnormal stays

Recommendation • Mitigation options by simulation
• Recommendations by other operators

Action • Decision making
• Operation Instruction

Verification • Reporting if needed

M
onitoring

Control
• Frequency Control
• Voltage Control
• Protection
• Switching
• Stability Control
• Load Management

Decision-Making Belongs to Operators with NERC Certification



Operating’s Decision-Making Input

Standard & Procedure

• DOE
• FERC
• NERC
• Regional Entities
• Cybersecurity

Control Room Tools

Operator Knowledge System Operator Displays

Monitoring

Dashboard

Alarms



Decision-making: Recognition-Primed Decision

Klein, G. A. (1993). A recognition-primed decision (RPD)
model of rapid decision making.



Better Decision-Making Feasible?

Control

Mitigation Plans by SMEs

Study/Simulation

Study Results

Similar Case

Alarms

RTCA

Call for Better Decision-Making Platform

Monitoring



Digital Twin: Automation + Simulation

Physical 
Model

Dispatcher 
Training 

Simulator
Operation 

Model
Physical Network Model 
Real-Time Measurement

Real-Time Measurement

Operational Command

FEP: Front-End Processor, ICCP: Inter-control Center Communications Protocol, IDS: Intrusion Detection System , IED: Intelligent Electronic Device, MU: Merging Unit, PDC: Phasor Data Concentrator

(DTS)
Training Network Model Real-Time Measurement



NREL Digital Twin Demo: RTCA Violation Auto 
Validation



What Do We Do With Digital Twin?

Automated 
SimulationAI

Trustworthy AI
Enabler

Synthetic data
to AI pre-

training

AI Identify 
why abnormal, 
cyber-attack?

More AI 
downstream 
applications

Look-ahead 
Analysis with 
AI

Operation

Automated 
Study

Ride-through 
Validation

Continuous 
Operation Plan 
Assessment



Digital Twin as Trustworthy AI Enabler

Single Line Diagram 
Model 
Measurement 
Other inputs

Reconstructed Single Line Diagram

Encoder Decoder

Power Grid AI Model Digital Twin EMS

Validated by Digital Twin



Digital Twin as AI Pre-training Data Provider

• Distribution Digital Twin
• Physics-aware Future Scenario

Power Grid AI Model

Scenarios Historical 
Mitigations

Historical Event 
Close to the 

Current Event

Historical 
Operator’s 

Log

Decoder

Encoder



Look-ahead Analysis by Digital Twin + AI

Historian SCADA

SE

RTCA

PMU
Hour-Ahead 
Predictive 

SE

Forecasting

Outage

AI Parameter Tuning

Improved Look-ahead Operation Plan

EMS
Multi-Time Point

Operation Analysis
Multi-Time Point Simulation 

(Concurrent)



Digital Twin as Anomaly Detection

Let’s look at the measurement against ...

Physics of Law at a regional level by 
sampling neighboring substations

Physics of Law at a local 
substation

AI/ML Powerflow Trend Prediction in 
multi-time & space

Operationally Predicted Future 
Powerflow at a system level

Vision-based Anomaly Detection

DT confirms 
Operation 

& Network 
Topology 

Mismatch



Decision Making and AI

Forecasting
• Weather
• Load
• Variable Renewable Energy
• Asset Remaining Useful Life

Data & Model
• Network
• Optimization
• Protection
• Anomaly Detection

Recommendation
• Operation Strategy
• Operator Log Processing
• SCADA Alarms
• Resilient

Final Decision Belongs to Operator, Not AI



Digital Twin + AI + Dynamic Display
Prompt Based Dynamic Display

Digital Twin EMS

Generative AI



NREL Decision Making Platform

Reliability 
Standards

Operator 
Notes

Fine-tuning/Instruct

Generative 
AI

Recommendation

Digital 
Twin

Simulation

Dynamic 
Display

Visualization

Secure, Trustworthy, Interoperable & Reliable



Digital Twin Expanding Scale: T&D + DER

Digital Twin’s Role
• Expand to Distribution where measurement lacks, and modeling is 

challenging
• Coordinate T&D with the grid participants including DER customer per FERC 

Order 2222

NREL Autonomous Energy System



NREL T&D Digital Twin Validation at Scale
Draft for Power Grid AI Model Training

EMS

Data link to AI

Power Grid 
AI Model

Source: Barry Mather, NREL



Dynamic Display
Prompt: During the solar eclipse, animate PV reduction/increase while ramping up/down by other generation sources to 
meet the demand

Source: Kenny Gruchalla, NREL



Prompt Based Digital Twin + AI Orchestration

AI Orchestrator (Prompt Based Workflow/Policy)

Q&A EMS/ADMS EMT/DERMS

Digital Twin + Recommendation Governance

Risk Metrics

Algorithm

Code &
Equation

VRE/Load

Forecast

Cyber-Resilient

AnomalyData/Model

Telecom Weather Other Energy

Interdomain Coordination by Operator
Dynamic Display by Prompt Answer

Standard

Regulatory
Standard

Power Grid AI Model



Digital Twin + AI + Dynamic Display

Line Diagram Frequency Control by Phone

Meter information

Calculation by Hand

Julie Cohn: The Grid: Biography of an American Technology
Credit: Image by DALL-E & Animation by Paul Yoon

Key Takeaway: AI’s role is increasing, even to Robots



Digital Twin + AI + Dynamic Display 
Control Room of the Future

Digital Twin with Automated Simulation.
•Reduce manual process
•Scenario runs concurrently

AI as a Virtual Assistant.
•Additional recommendation with reference
•Orchestrate tool coordination based on prompts

Dynamic Display must be dynamic to Operator’s request.
•Prompt based display
•Provide triggering (or pop up) display if meaningful

Better Decision Making

Trustworthy

Recommendations

NREL/PR-5D00-89725
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