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Securing the Energy Future



EVSE Security Is a Multifaceted 
Endeavor

• Integrating the resources of the U.S. 
Department of Energy (DOE) Vehicle 
Technologies Office; Office of 
Cybersecurity, Energy Security, and 
Emergency Response; and Joint 
Office of Energy and Transportation 
to address the public key 
infrastructure (PKI) execution 
challenges

• Complemented with long-term 
electric vehicle supply equipment 
(EVSE) cyber standards coordination 
supported by the DOE Grid 
Modernization Initiative. 



ARIES Cyber Range 
• Industry-leading visualization 

for cyber-physical systems R&D

• Unparalleled laboratory 
resources across the Advanced 
Research on Integrated Energy 
Systems (ARIES) platform

• Focus on future distributed 
energy system challenges, with 
support from NREL’s experts in 
all relevant grid-edge domains

• Strong industry partnerships 
transition applied research into 
market impact.



Integration of Charging Protocols 
OBJECTIVE—Develop and test 
the security of charging 
protocols to help secure EV 
infrastructure:

• ISO 15118 - 2 
• Open Charge Point Protocol 

(OCPP)
• Planned: Open Charge Point 

Interface 
• Exploring applicability of 

IEEE 2030.5



Experiment Construction



Protocol Implementation 



Interoperability vs. Cybersecurity

• Many industry test events focus on interoperability

• The goal of this environment is to focus on the cybersecurity 
aspects

• Cybersecurity must be thought about first



Testing the Public Key 
Infrastructure

• Due to widespread adoption, 
testing the PKI was 
prioritized

• Revocation was identified as 
a potential issue

• Risk-focused testing

Scenario: Revocation of certificates using different PKIs 
using two separate certificate revocation lists (CRLs). In this 
scenario, each PKI manages its own CRL that must be 
downloaded to each participant’s devices.



Next Steps



Multi-PKI Testing Strategies

• Findings from the integration of multi-root architecture in 
environment

• Recommend mitigation strategies for risks found

• Publication slated for end of September.



Firmware Updates

• OCPP enables secure 
firmware updates

• Ensures the firmware update 
cannot be tampered

• Key for deploying 
cybersecurity updates for 
aging hardware



Bug Bounty Prize Program

• Building on prior experience in prize programs, NREL is 
facilitating a bug bounty program for EVSE

• NREL, using current capabilities and resources, will provide 
technical assistance to the program participants

• The feasibility study on the program is in development, subject 
to change, with the goal to launch in FY25
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