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Housekeeping

This webinar is being recorded and will be posted on HeroX before end of Oct.

Questions?
• To submit a question, please type it into the Q&A box on the right-hand side of your screen next 

to the chat box.

• We will not respond to your questions during the webinar; we will post responses on HeroX next 
week.

Technical items:
• In Zoom, the presentation appears in full screen by default. You can press the Escape key to 

exit the full screen and return to the Zoom window.

• If you experience technical issues, please check your audio settings under the Audio tab.

• If you continue experiencing issues, direct message the host.
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RMUC Program: 
Advanced Cybersecurity Technology (ACT) 1 Prize

- 5 -

https://www.herox.com/ACT1Prize 

Empowering utilities 
with limited 
cybersecurity resources 
to make critical 
investments in staff 
training, governance 
processes, and 
technologies to harden 
their systems against 
threats.

https://www.herox.com/ACT1Prize
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Phase 1: Commitment

Submission Highlights
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Have staff from the utility attend or watch two required ACT 1 Prize webinars.

Upload a submission package that includes all of the following items:
1. Cover page and narrative (maximum 3,000 words)
2. Utility Profile Form (Use form provided.)
3. RMUC Utility Service Territory Report (USTR) (Use report provided, or alternative source 

if USTR is not available.)
4. Technical Assistance (TA) Request Form (Use form provided.)
5. Letter of support from your organization’s authorizing official
6. Mandatory ACT 1 Prize virtual webinars attendance confirmation.

The utility’s submission package must include all of these items to be considered complete. 
Incomplete submission packages will be ineligible to compete and will not be forwarded 
to the reviewer panel for scoring.

To Apply for a Commitment Prize, the Utility Must:
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Scoring the Submission

Prize judges will review this information to score your submission:
• Narrative: This is required and scored, up to 90 points total.

• The following are required and reviewed but not scored:

• Letter of support from your utility’s authorizing official

• Utility Profile Form

• RMUC USTR (or alternative source if USTR is not available).
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1.3.1 Cover Page & Narrative

There is a Narrative Template 
that includes a cover page 
you can use. 

The template provides additional 
guidance and is located on the 
ACT 1 HeroX Prize Platform under the 
“Challenge Resources”  “Phase 1 – 
Commitment Application Templates.”
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1.3.1 Cover Page & Narrative TEMPLATE
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At the end of each topic 
area, the judging criteria 
from the prize rules are 
repeated. 

You can use the judging 
criteria to understand what 
the judges will be looking 
for in your narrative 
responses. This can help 
you decide what to include 
in your narrative responses.

1.3.1 Cover Page & Narrative TEMPLATE
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Narrative

NOTE:

Your narrative will be scored 
by the reviewers, and it is 
worth 90 points.

This is one of the most 
important parts of your 
submission package.
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Phase 1: Commitment

RMUC Utility Service Territory Report (USTR)
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Reminder: How To Request Your USTR

Use this link to request your RMUC USTR:
https://forms.office.com/g/AjQPHvPbTh.

Find your utility name and utility number in the EIA-861 
report on the HeroX Resources tab and enter them into this 
form. If you cannot find your EIA-861 number, please 
contact the prize administrator.

The ACT 1 Prize team will send the USTR to the requester.

This RMUC USTR is required in your submission package.

The prize deadline is Nov 29. Requests for USTRs must be 
received by Nov 15. USTRs will not be sent to any requests 
received after Nov 15.

https://forms.office.com/g/AjQPHvPbTh
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USTR Page 1 

Includes:
• Sources for content
• How to use report 

content
• List of public tools you 

can use in addition to the 
USTR

• The accuracy of this 
content is not 
guaranteed.
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USTR Page 2 

Includes:
• Service territory map
• No. of census tracks
• Total population
• Average census track size.
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USTR Page 3

Includes:
Number of DACs within the 
utility service territory that 
exceed the CEJST threshold 
for each of eight CEJST 
burden categories.
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USTR Page 4 

Includes (if relevant):
• Number of military 

installations within the 
service territory

• Site name and status
• Area (in acres).
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Completing and 
submitting the 
Utility Profile 
Form 
is required for the 
Commitment 
Phase.
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Use the
RMUC USTR 
to complete 
questions on the
Utility Profile 
Form.
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Use the RMUC UTSR
to complete questions in the
Commitment Narrative 
Template (also required).
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Phase 2: Planning

Key Goals
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Key Goals

• Each utility will assess their network, their system architecture, and 
their technology tools.

• This information will be used by the utility to:
• Identify cybersecurity risks and vulnerabilities.
• Help prioritize potential solutions.
• Develop a roadmap and budget to support improvements to the 

utility’s cybersecurity posture.

• Each utility will begin work on their Section 40126 cybersecurity 
plan. 
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Evaluation Criteria

1. Identifies gaps and prioritizes risks

2. Drafts a roadmap

3. Captures project risks

4. Institutionalizes a culture of continuous improvement

5. Estimates roadmap budget

6. Includes draft section 40126 cybersecurity plan.
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Successful Submission Demonstrates Utility Has:

1. Completed a network and system architecture review
2. Completed a cybersecurity technology stack assessment
3. Analyzed the results of the architecture review and stack assessment and created a 

cybersecurity gap/risk analysis
4. Used the cybersecurity gap/risk analysis to identify priority risks
5. Developed a draft cybersecurity roadmap for improvements that include solutions 

for staff training, changes in policies and procedures, and changes to technologies
6. Established program management processes to address common project risks
7. Identified technical risks and developed mitigation options
8. Created repeatable processes to assess and prioritize cybersecurity risks
9. Completed a draft budget for the implementation roadmap
10. Drafted an initial Section 40126 cybersecurity plan.
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More Points Are Possible for Utilities That:

• Engage all relevant staff in the discussion and 
prioritization of cybersecurity risks and solutions.

• Select solutions that address prioritized risks.

• Establish clear roles, responsibilities, and program 
management strategies that can maximize the 
likelihood of success.

• Create long-term processes for continuous 
improvements in the ability to identify and prioritize 
cybersecurity risks. 
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Phase 3: Implementation

Key Goals
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Key Goals

• Utilities will collaborate with TA providers and industry experts to implement 
the solutions outlined in the planning phase. 

• The TA providers will help utilities:
• Identify potential solutions
• Develop criteria for selecting appropriate solutions
• Coach utilities on negotiating favorable service-level agreements and 

contracts
• Facilitate continued use planning for new technologies
• Assist with the implementation of technology solutions
• Support the development of processes to confirm the cybersecurity of 

solutions after they are implemented. 
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Evaluation Criteria

1. Documents progress

2. Shows likelihood of continued progress

3. Demonstrates commitment 

4. Includes completed Section 40126 cybersecurity plan.
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Successful Submission Demonstrates Utility Has:

1. Completed its roadmap budget

2. Made significant progress on implementing its 
roadmap

3. Developed a process to test the cybersecurity of its 
systems after full integration of solutions

4. Committed to continuing to implement its roadmap

5. Completed its Section 40126 cybersecurity plan.
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More Points Are Possible for Utilities That:

1. Demonstrate a strong commitment to completing their 
roadmaps 

2. Include solutions that specifically improve the cybersecurity 
posture of operational systems in the utility

3. Can be maintained by the existing utility staff with minimal 
additional TA

4. Have strong leadership support, as evidenced by supporting 
documents, such as long-term budget commitments. 
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Technical Assistance

Process Overview (Phases 2 and 3)
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Starts With Completed TA Request Form

The TA Request Form is located on the 
ACT 1 HeroX Prize Platform under the 
“Challenge Resources”  “Phase 1 – 
Commitment Application Templates.”
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TA Process—Phase 2: Planning

• Winners will be matched with TA providers, and utilities will be given 
a choice in the selection of their TA provider.

• NREL will help kick off work with TA providers and winning utilities.
• TA providers will help utilities complete their stack assessments and 

architectural reviews.
• If “other” is selected on the TA Request Form, we will try to 

accommodate this request, but the ACT 1 Prize Team cannot commit 
to it.
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TA Process—Phase 2: Planning

• Awarded TA hours will be leveraged to complete the TA work; utilities 
are not required to use all their TA hours.

• Phase 2 winners can use awarded TA hours until the Phase 3 winners 
are announced (estimated 12 months: March 2024–March 2025).
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Phases 2 and 3

Section 40126 Cybersecurity Plan
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40126 Cybersecurity Plan

Phase 2: Planning 

• Utilities competing for a Planning Prize must document that they 
have completed a draft of their utility’s Section 40126 
cybersecurity plan as part of their submission package.

• Webinars will be offered to Phase 1 winners to train utilities on 
how to complete their draft 40126 cybersecurity plan using the 
templates CESER created for this purpose.

• These webinars are in addition to the TA that will be awarded to 
Commitment Phase winners.
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40126 Cybersecurity Plan

Phase 3: Implementation

• Utilities competing for an Implementation Prize must complete a 
40126 cybersecurity plan and submit it to the national support lab.

• Webinars will be offered to Phase 2 winners to train utilities on how to 
complete their 40126 cybersecurity plan using the templates CESER 
created for this purpose.

• These webinars are in addition to the TA that will be awarded to 
Planning Phase winners.



AMERICAN-MADE  |  U.S. DEPARTMENT OF ENERGY 40

Next Steps
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What’s Next?

1. Follow the challenge on the 
HeroX Prize Platform:
https://www.herox.com/ACT1Prize. 

2. Read the rules: 
HeroX  Resources Tab.

3. Start your submission package!

4. Submit your completed package 
by 5 p.m. ET on Nov. 29, 2023.

https://www.herox.com/ACT1Prize
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Questions?

Submit your questions 
to: ACT.Prizes@nrel.gov.

FAQs are posted on the ACT 
1 Prize HeroX Prize Platform.

mailto:ACT.Prizes@nrel.govv
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FAQs
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FAQs (Cont.)
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Thank you

NREL/PR-6A50-87772
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